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5.7 NEAR-REAL-TIME, TEXT-BASED MESSAGING PRODUCTS
571 Introduction

This section of the UCR defines functional requiesrts for XMPP clients and serverBhese |
products fall within the data products categorglaswn in UCR Figure 4.5.1-Qverview of UC
Product Categories within the DoD UC APL. The principal objective for this section is to |
address the essential capabilities needed to ettabfellowing services:

¢ Exchange of presence
e One-to-one chat

e Multi-user chat

5.7.2 Overview

As mentioned above, this section of the UCR adésesssential capabilities and features that
enable the near-real-time exchange of relativalf lbext-based messages in support of
applications such as presence, one-to-one chatpatiduser chat.The term “near-real-time”
underscores the point that XMPP applications andas are generally used to enable the
immediate interchange of informatioifthe term “text-based” refers to the exchange aitnadly
brief text messages with particular contacts ovises. The terms “messaging” or “instant
messaging” are umbrella terms which can referwida variety of text-based applications,
including, but not limited to the following:

e Sending messages in the context of a two partyctaxersation (i.e., a one-to-one chat session)

¢ Sending messages in the context of a multi-usdr(ckg text-based conferencing, a.k.a.,
groupchat)

e Sending messages in the context of a notificateomice (including content syndication, alerts,
notifications, and other similar applications)

¢ Sending messages in the context of a structuraegestgesponse interaction (e.g. one entity
requests information and another entity responds the result)

¢ Sending messages to convey that an error occurnexdation to a previously sent message
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5.7.3 XMPP Requirements
5.7.3.1  Introduction

In accord with Joint Staff and DoD IT Standards iReg (DISR) mandates, this specification
stipulates the use of the Extensible MessagingPaadence Protocol (XMPPXMPP is an

open, XML-based protocol specifically designednalde the near-real-time exchange of text-
based communication including applications sucprasence, one-to-one chat, and multi-user
chat. XMPP is proven (i.e., has been widely depdoged rigorously tested), secure (i.e., offers
inherent support for channel encryption and straudpentication), and highly scalable.

5.7.3.2  Scope/Acknowledgement
The principal intent for this section of the UCRasaddress required functionality to enable:

e Multivendor interoperability
e Essential Information Assurance (IA) requirements

Additionally, a key objective for this section tiet UCR is to create a well-defined and
unambiguous set of requirements that vendors caitd“b” and which will facilitate
compliance and certification testing.

This section of the UCR defines an XMPP specifarathat is based upon commercial
standards.This specification assumes that the reader is familith the general concepts and
requirements defined in rfc3920bis-12 and rfc3981li (i.e., the XMPP baseline standards).
For that reason, this specification makes no attémexhaustively cover all aspects or all
normative requirements addressed in these baskitiements.With regards to rfc3920bis-12
and rfc3921bis-11, compliant solutions are expetathplement all requirements defined as
"MUST", "SHALL", "REQUIRED"; "MUST NOT", "SHALL NOT". _It is also expected that
vendors will likewise implement requirements defires “SHOULD” or “SHOULD NOT”
except where there may exist valid reasons inqadati circumstances to ignore a particular
requirement.To better enable multivendor interoperability aadtldress specific Information
AssurancétA) requirements, some of the content defined as "SHW, "RECOMMENDED",
"SHOULD NOT", "NOT RECOMMENDED", "MAY", or "OPTIONA." in rfc3920bis and
rfc3921bis has been redefined by this specificatiboreflect requirement levels associated with
the following terminology: "MUST", "SHALL", "REQUIED"; "MUST NOT", or "SHALL
NOT". In the event of a discrepancy between the commetdieP standards and this section
of the UCR, the explicit requirements defined iis thection of the UCR take precedenge.
significant portion of the text of this specificati was borrowed/derived from rfc3920bis-12 and
rfc3921bis-11.For the sake of traceability, individual requirertseare linked to a reference
source by a bracketed section number and assoceferdnce source identifier.
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The active revisions of RFC 3920 and RFC 3921, (ite3920bis-12 and rfc3921bis-11),
incorporate lessons learned from extensive impleatiem and deployment experience since
2004. 1t is anticipated that these documents will be @higd as replacement RFCs (obviouslyl
with new numbers) well in advance of the releasthe@fUCR 2010 specification.

In addition to the core functionality specifiedrin3920bis and rfc3921bis, this section of the
UCR will also define a minimum XMPP feature set gdhwill incorporate requirements from
XMPP Extension Protocol (XEP) series documents altesv additional IETF RFCd-or
further detail see UCR Section 5.7.3.17.

5.7.3.3  Architecture
XMPP is implemented using a client-server architectCommonly, the XMPP network

consists of a number of interconnected servEech server operates as the “home” server for
some number of locally connected clients. See Eigur.3.-1.

Data

XMPP Server
(Enterprise-Wide
IM/Presence
Services)

Local Enclave
_ (BICIPIS)

Local Enclave

_ (BICIPIS)
XMPP
_Server R
“. ot “‘
i Legend
g Regional XMPP Client-to-Server — ===x====
- MAN XMPP Server-to-Server ssss
XMPP
Clients

Figure 5.7.3-1. High-Level XMPP Architecture
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An XMPP client must connect to its “home” server in order to benged access
to the network and to subsequently be permittezkttlhange instant messaging

| (IM) and presence information with other users/mes. After the client
successfully negotiates and establishes a connestth its home server, the
client then uses XMPP to communicate with its servther clients, and any

| other entities (e.g., a multi-user chat service)hmnetwork.More than one
client can connect concurrently to the same homeesen behalf of the same
local/user account. [Section 2.5, rfc3920bis-12]

An XMPP server manages XML streams with locally hosted clientd delivers

| XML stanzas to those clients over the negotiatezhsts. The server also
manages XML streams with peer servers and routek Xishzas to those servers

| over the negotiated streamA.server is responsible for the enforcement of
security policies (e.g., user authentication arehckel encryption), storing a

| user’s roster, and maintaining presence informdtomll of its hosted usersA
server may also host local services which use XNM&Rmunication primitives
(e.g., multi-user chat service). [Section 2.5, $2Qbis-12]

5734 Terminology

XML Stanza: An XML stanza is a discrete XML fragment thasent over the

| transport provided by the negotiated XML streahs. defined in the XMPP
baseline specification, an XML stanza is “the basiit of meaning in XMPP.”
[Section 4.1, rfc3920bis-12]

Initiating Entity and Receiving Entity : When a client initiates a session with its
home server, the client is designated as the atniigy entity” and the server is

| labeled the “receiving entity’Likewise, when a server initiates a session with a
peer server, the server originating the connedi@esignated as the initiating
entity and the targeted peer server is labeledeaseceiving entity. [Section 4.1,
rfc3920bis-12]

XML Stream: An XML stream provides the essential transpogdwel for all

| client-to-server and server-to-server communicatidkn XML stream acts as a
logical envelope (i.e., container) for all the XMlements and XML stanzas

| exchanged between a client and server or betweeergeeers.As discussed in
Section 4.3 of rfc3921bis-12, an XML stream is afsvanidirectional, by which
is meant that XML stanzas can be sent in only arextibn over the stream
(either from the initiating entity to the receiviegtity or from the receiving entity

| to the initiating entity).To enable communication between an initiating gntit
(i.e., a client or server) and a receiving entity.( a server), the initiating entity
will negotiate an XML stream to the receiving epfithe Initial Stream), and, in
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response, the receiving entity will negotiate anX8fream to the initiating entity
(the Response Stream). [Section 4.1, rfc3920bis-12]

Contact: A contact is an entity that has a subscriptioa tser's presence or to
which a user has a presence subscriptlarthis specification, the term "contact”
is also used in a less strict sense to refer wienpial contact, an item in a user's
roster, or the target of a particular message atanpresence subscription
request. [Section 3, rfc3921bis-11]

Entity : In the context of this specification, an entypitally refers to a client or
server implementationHowever, in XMPP, an entity could also be a refeecto
a gateway, a service, a chat room, etc.

Originating Entity : The entity (e.g., a client or server) that getea stanza is
referred to as the originating entity.

Mandatory-to-Negotiate Stream Features Mandatory-to-negotiate stream
features refer to a set of particular protocolrattions that are mandatory for the
initiating entity to complete before the receivimgfity will accept XML stanzas
from the initiating entity (e.g., authenticationdachannel encryption). [Section
4.2.1, rfc3920bis-12]

Connected ResourceAfter successfully binding a resource to the Xbtteam,
the client is referred to as a Connected Resource.

Available Resource After a connected resource sends initial presahise
referred to as an Available Resource.

Interested Resourcelf a connected resource or available resourceastg the
roster, it is referred to as an Interested Resource

User. The term "user" commonly refers to the ownerroXMPP accountlt is
worth noting that a user may not necessarily bataral person (e.g., it could be
an automated process).

Related Abbreviations:
C: =client
CC: = contact's client
CS: = contact's server
I= an initiating entity

R= a receiving entity
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S: = server
UC: = user's client

US: = user's server
5.7.3.5  Functional Summary
57351 Client-to-Server Connections

As discussed previously, a client needs to contoegtserver in order to be granted access to the
network. The process used by a client to open, secure,lasd an XML stream is as follows
[Section 1.3, rfc3920bis-12]:

Determine the hostname and port at which to connect

Open a Transmission Control Protocol (TCP) conpecti

Open an XML stream over TCP

Negotiate Transport Layer Security (TLS) for chdrereryption

Authenticate using a Simple Authentication and 8gcuayer (SASL) mechanism
Bind a resource to the stream (see UCR SectioB8.20).

Exchange an unbounded number of XML stanzas witarantities on the network
Close the XML stream

Close the TCP connection

©ONOORAWNE

57352 Server-to-Server Connections

For server-to-server communications (a.k.a., “fatien”), an XMPP server must establish an
XML stream with a peer servei.he process for establishing and terminating setio«server
connections is as follows [Section 1.3, rfc3920k12$-

Determine the hostname and port at which to connect

Open a TCP connection

Open an XML stream over TCP

Negotiate TLS for channel encryption

Authenticate using a Simple Authentication and &gcuayer (SASL) mechanism
Exchange an unbounded number of XML stanzas bodgttly for the servers and
indirectly on behalf of entities associated witlcleaerver (e.g., connected clients)
Close the XML stream

8. Close the TCP connection

A o

~

1454



DoD UCR 2010, Draft

Section 5.7 — Near-Real-Time, Text-Based MessagiRgoducts

5736  XMPP Addressing

All the basic elements (i.e., XMPP clients, seryarsl associated services) of the XMPP
architecture are addressable using a globally-enagldressXMPP addresses are generally
referred to as Jabber IDs or JIDBypically, a JID is made up of three parts withe following
structure: [localpart@domainpart/resourcepart].

e Domainpart: The domainpart of a JID is that portion after & ¢character (if
any) and before the '/' character (if any); iths primary identifier and is the only
required element of a JID (a mere domainpart iali@ID). Typically, a
domainpart identifies the "home" server to whiderls connect for XML routing
and data management functionalitjowever, it is not necessary for an XMPP
domainpart to identify an entity that provides cBMPP server functionality
(e.g., a domainpart can identify an entity such asulti-user chat service or a
user directory). [Section 2.2, draft-ietf-xmpp-aesh-03]

e Localpart: The localpart of a JID is an optional identifieapéd before the
domainpart and separated from the latter by theh@racter.Typically, a
localpart uniquely identifies the entity requestargl using network access
provided by a server (i.e., a local accourtipwever, the localpart of a JID can
also represent other kinds of entities (e.g., & d@m associated with a multi-
user chat service)The entity represented by an XMPP localpart is eskkd
within the context of a specific domain. [SectiaB,draft-ietf-xmpp-address-03]

e ResourcepartThe resourcepart of a JID is an optional identifixced after the
domainpart and separated from the latter by tiobatacter.A resourcepart can
modify either a <localpart@domainpart> address imieae <domainpart>
address.Typically a resourcepart uniquely identifies a sfjeconnection (e.g., a
device or location) or object (e.g., an occupara multi-user chat room)
belonging to the entity associated with an XMPRilpart at a local domain.
[Section 2.4, draft-ietf-xmpp-address-03]

An address of the form [localpart@domainpart] femed to as a bare JIDAn address of the
form [localpart@domainpart/resourcepart] is refeéri@as a full JID.Table 5.7.3-2 provides a
few examples.
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Table 5.7.3-1 XMPP Addressing Examples

XMPP ENTITY FORMAT EXAMPLE
Server Consisting of a single domainpart | “chat.dod.mil”
identifier
User Account Consisting of a localpart and “john.smith@chat.dod.mil”
domainpart separated by the ‘@’
character
Specific Client Consisting of a localpart, domainpart “john.smith@chat.dod.mil/XMPRP
Connection and resourcepart—where the localparDesktop Client”
is separated from the domainpart by
the ‘@’ character and the domainpart
is separated from the resourcepart by
the ‘/’ character.

5737 XML Streams

As mentioned previously, an XML stream providesftimdamental transport needed for all
client-to-server and server-to-server communicatidrhe ability to establish and maintain an
XML stream is an essential capability of XMPP.

5.7.3.71 TCP Binding

[Required] As XMPP is defined in this specification, an iaithg entity SHALL open a
Transmission Control Protocol [TCP] connectionhe teceiving entity before it negotiates
XML streams with the receiving entitylhe parties then maintain that TCP connection $or a
long as the XML streams are in use. [Section 3cB920bis-12]

573711 Hostname Resolution

Because XML streams are sent over TCP, the imtagntity needs to determine the IPv4 or
IPv6 address (and port) of the receiving entitgisgin domain” before it can attempt to connect
to the XMPP network. [Section 3.2, rfc3920bis-12]

[Required] When a server receives a stanza and the JID cedta&irthe 'to' attribute does not
match one of the configured hostnames of the sésadf, the server SHALL attempt to route
the stanza to the remote domalhthere exists no server-to-server stream betwieertwo
domains, the sender's server SHALL attempt to vesthie remote hostname using a DNS
service location record service [DNS SRV record]pwhpp-server” (for server-to-server
connections). [Sections 10.4 of rfc3920bis-12],
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[Required] To discover the hostname of the XMPP service itvargdomain, XMPP clients
SHALL use the same hostname resolution processvever, the DNS service location record
service identified in the DNS SRV query will be “pmclient” (for client-to-server
connections).

NOTE: It is not necessary to resolve the DNS domaime before each connection attempt,
because DNS resolution results can be temporadiied in accordance with time-to-live
values. [Section 13.9.2, rfc3920bis-12]

[Required] The process for hostname resolution is as follodtkserver and client |
implementations SHALL support this hostname resatuprocess [Section 3.2.1, rfc3920bis-
12]:

1. The initiating entity SHALL construct a DNS SRV qué¢see RFC 2782] whose inputs
are:

e A service of "xmpp-server" for server-to-server gections (or alternatively, "xmpp-
client” for client-to-server connections)

e A proto of "tcp"

e A name corresponding to the "origin domain" of KMPP service to which the
initiating entity wishes to connect (e.g., "examgien.mil”)

2. Theresultis a query such as "_xmpp-server._tepogke.disn.mil.” (or alternatively,
"_xmpp-client._tcp.exmple.disn.mil." for client-s®rver connections).

3. If aresponse is received, it will contain one mrencombinations of a port and
hostname, each of which is weighted and prioritiaedlescribed in [RFC 2782].

4. The initiating entity SHALL choose one of the reted hostnames to resolve (following
the rules in RFC 2782), which it SHALL do by usiadNS "A" or "AAAA" lookup on
the hostname; this will result in an IPv4 or IPdleess.

5. The initiating entity SHALL use the IP address fradm first successfully resolved
hostname (with the corresponding port number retibyy the SRV lookup) as the
connection address for the receiving entity.

6. If the initiating entity fails to connect using tH& address, but the "A" or "AAAA"
lookup returned more than one IP address, themitiing entity SHALL use the next
resolved IP address for that hosthame as the cboneadress.
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7. If the initiating entity fails to connect using aflsolved IP addresses for a given
hostname, then it repeats the process of resolatidrconnection for the next hostname
returned by the SRV lookup.

8. If the initiating entity fails to connect using ahgstname returned by the SRV lookup,
then it SHALL either abort the connection attempSBIALL use the fallback process
described in the following section.

57.3.7.1.2 Standard, Default Port Values

| The standard default XMPP port for client-to-serv@nnections is 5222The standard default
XMPP port for server-to-server connections is 5269.

57.3.7.1.3 Fallback Process

[Required] The fallback process SHALL be a normal "A" or "AAAaddress record resolution
to determine the IPv4 or IPv6 address of the origmain, where the port used is the "xmpp-
client” port of 5222 for client-to-server connecitsoor the "xmpp-server" port 5269 for server-to-
server connections. [Section 3.2.2, rfc3920bis-12]

NOTE: If the initiating entity has been explicittpnfigured to associate a particular hostname
(and potentially a port value) with the origin damaf the receiving entity, the initiating entity
SHOULD use the configured name instead of perfogtie DNS SRV resolution process on
the origin name. Naturally, if the initiating eptihas knowledge (e.g., through the configuration
process) of the IP address and port of the reagemity, then there is no reason to perform
hostname resolution. [Section 3.2.3 rfc3920bis-12]

573714 Reconnection

[Required] It can happen that an XMPP server goes offlindendgrvicing TCP connections

| from local clients and from other serveBecause the number of such connections can be quite
large, the reconnection algorithm employed by m#ithat seek to reconnect can have a

| significant impact on software and network perfonce_When client and server
implementations attempt to reconnect as a resuktieo$erver going “offline,” they SHALL
comply with the following guidelines [Section 3183920bis-12]:

e The number of seconds that expire before an efntstyseeks to reconnect SHALL be an
unpredictable number between 0 and 60 (e.g., salihaients do not attempt to
reconnect exactly 30 seconds after being discoadgct

e If the first reconnection attempt does not succaadentity SHALL back off increasingly
on the time between subsequent reconnection atsempt
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5.7.3.7.2  Sream Negotiation - Overview

To establish an XML stream, the initiating entigéyd., client or server) and the receiving entity
(e.g., a server) shall agree on a set of precamditior connecting as a client or as a peer server.
The entities involved will begin the process oéatn negotiationlin this process, the receiving
entity for a stream will impose certain conditianmon the connection-or example, when a
client attempts to establish an XML stream withhitene server, it will first open a persistent
TCP connection and then begin the process of stresyutiation. Through an exchange of |
XML elements with the client, the server will inforthe client regarding what stream features it
supports.The server will specify whether a particular strdaature is required or optionahs |
a result, the stream negotiation process pernmatsenver to enforce important preconditions
(e.g., user authentication and channel encryptipoh the connectionStream negotiation is a |
multistage process. [Section 4 of rfc3920bis-12]

57.3.7.3 Stream Features

[Required] The initiating entity SHALL initiate an XML streafny sending an initial stream
header to the receiving entity.

C: <stream:stream
from='john@im.examplel.dod.mil’
to="im.examplel.dod.mil’
version="1.0'
xml:lang="en’
xmins='jabber:client’
xmins:stream="http://etherx.jabber.org/stiea

[Required] _In response, the receiving entity SHALL send a oesp stream header to the |
initiating entity.

S: <stream:stream
from='im.examplel.dod.mil’
id="t7AMCin9zjMNwQKDnpIntZPIDEI='
to="john@im.examplel.dod.mil’
version="1.0'
xml:lang="en’
xmins='jabber:client’'
xmins:stream="http://etherx.jabber.org/stiea

[Required] After the receiving entity has sent a responseastrieeader to the initiating entity, |
the receiving entity SHALL send a <features/> clelement (prefixed by the streams
namespace prefix) to the initiating entity in ortl@announce any conditions for continuation of
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the stream negotiation procedsach condition takes the form of a child elementhef
<features/> element, qualified by a namespacegtditferent from the streams namespace and
the default namespac&he <features/> element can contain one child,atnmhultiple

children, or be empty. [Section 4.2.2, rfc39202$-1

[Required] For stream features that are mandatory-to-negotltaedefinition of that feature
SHALL declare that the feature is always mandatorpegotiate (e.g., this is true of resource
binding for XMPP clients) or the receiving entitiASLL explicitly flag the feature as
mandatory-to-negotiate (e.g., this is done for BySncluding an empty <required/> element in
the advertisement for the STARTTLS feature). [Setd.2.2, rfc3920bis-12]

R: <stream:features>
<starttls xmIns='urn:ietf:params:xml:ns:xrrjg>
<required/>
</starttls>
</stream:features>

[Required] _If the <features/> element contains at least onedatry feature, then the initiating
entity SHALL continue with the stream negotiatiaogess.An empty <features/> element
indicates that the stream negotiation is completethat the initiating entity is cleared to send
XML stanzas. [Section 4.2.2, rfc3920bis-12]

R: <stream:features/>

NOTE: A <features/> element that contains only wtdwy features indicates that the stream
negotiation is complete and that the initiatingtgns cleared to send XML stanzaklowever,
the initiating entity MAY negotiate further featwrd desired. [Section 4.2.2, rfc3920bis-12]

57374 Sream Restarts

[Required]_ On successful negotiation of a feature that née#ss a stream restart, both the
initiating entity and the receiving entity SHALL wsider the previous stream to be replaced, but
SHALL NOT terminate the underlying TCP connectiorstead, the initiating entity and the
receiving entity SHALL reuse the existing connegtifSection 4.2.3, rfc3920bis-12]

[Required] The initiating entity then SHALL send a new init&leam header to the receiving
entity. [Section 4.2.3, rfc3920bis-12]

[Required] When the receiving entity receives the new ingiaéam header, it SHALL
generate a new stream ID (instead of re-using ldhetceam ID) and SHALL then send a new
response stream header to the initiating entityc{iSn 4.2.3, rfc3920bis-12]
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5.7.3.75  Continuation and Completion of Sream Negotiation

[Required] The receiving entity SHALL send an updated lisswéam features to the initiatind
entity after a stream restart. [Section 4.2.4,9&is-12]

NOTE: The list of updated features MAY be emptihiére are no further features to be
advertised. [Section 4.2.4, rfc3920bis-12]

[Required] The receiving entity SHALL indicate completion bktstream negotiation procesd
by sending to the initiating entity either an emgptgatures/> element or a <features/> element
that contains only voluntary feature®nce stream negotiation is complete, the initiagngty is |
cleared to send XML stanzas over the stream ftoragas the stream is maintained by both
parties. [Section 4.2.5, rfc3920bis-12]

R: <stream:features/>

NOTE: A <features/> element that contains only ntduy features indicates that the stream
negotiation is complete and that the initiatingtgns cleared to send XML stanzas, but that the
initiating entity MAY negotiate further featuresdésired. [Section 4.2.5, rfc3920bis-12]

5.7.3.7.6 Directionality

An XML stream is always unidirectional, by whichmeeant that XML stanzas can be sent in
only one direction over the stream (either fromithiating entity to the receiving entity or from
the receiving entity to the initiating entity). [S®n 4.3, rfc3920bis-12]

[Required] _For client-to-server sessions, a server SHALL aléoelient to use “two streams |
over a single TCP connection.”

[Required] _For server-to-server sessions, the two server [&#éAd L use two streams over |
two TCP connections, where one TCP connectionad i the stream in which stanzas are sent
from the initiating entity to the receiving ent@yd the other TCP connection is used for the
stream in which stanzas are sent from the recemmtigy to the initiating entity. [Section 4.3,
rfc3920bis-12]

NOTE: This concept of directionality applies ontydtanzas and explicitly does not apply to
other first-level children of the stream root, sashelements used for TLS negotiation, SASL
negotiation, etc.n particular, during establishment of a serves¢over session, while |
completing STARTTLS negotiation and SASL negotiafithe two servers would use one TCP
connection, but after the stream negotiation precedone, that original TCP connection would
be used only for the initiating server to send Xbtanzas to the receiving servén.order for

the receiving server to send XML stanzas to thiaitimg server, the receiving server would need
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to reverse the roles and negotiate an XML stream fihe receiving server to the initiating
server over a separate TCP connection. [Sectiqrrf¢320bis-12]

5.7.37.7 Closing a Stream

5.7.3.7.7.1 Closing a Stream without a Stream Error

[Required] Client and server implementations SHALL be capalblelosing an XML stream by
sending a closing </stream> tag. [Section 4.4,92€Bis-12]

S: </stream:stream>

NOTE: The entity that sends the closing stream tag SHDb¢have as follows [Section 4.4,
rfc3920bis-12]:

1. Wait for the other party to also close its streafole terminating the underlying TCP
connection (this gives the other party an oppotyua finish transmitting any data in the
opposite direction before the TCP connection is\ieated).

2. Refrain from initiating the sending of further dateer that stream but continue to
process data sent by the other entity (and, if ssang, react to such data).

3. Consider both streams to be void if the other pdotgs not send its closing stream tag
within a configurable amount of time.

4. After receiving a reciprocal closing stream tagrirthe other party or waiting a
configurable amount of time with no response, thgyeSHALL terminate the
underlying TCP connection.

[Required] After the entity that sent the first closing stretag receives a reciprocal closing
stream tag from the other party, it SHALL termintite underlying TCP connection or
connections. [Section 4.4, rfc3920bis-12]

5.7.3.7.8  Sream Attributes

5.7.3.7.8.1 Initial Streams

[Required] _For client-to-server connections, it is assumedl ttie client knows the associated
XMPP account name of the form <localpart@domaimhe client SHALL include the ‘from’

attribute in the initial stream header it sendth®server and SHALL set the value to the
associated XMPP account name of the form <locafpdamain>. [Section 4.6.1, rfc3920bis-12]
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[Required] For server-to-server connections, the initiatingt@ SHALL include the ‘from'’ |
attribute in the initial stream header it sendthreceiving entity and SHALL set its value to a
hostname serviced by the initiating entity. [Set#06.1, rfc3920bis-12]

[Required] For both client-to-server and server-to-server egtions, the initiating entity |
SHALL include the 'to" attribute in the initial eam header that it sends to the receiving entity
and SHALL set its value to a hostname that théaitniiy entity knows or expects the receiving
entity to service. [Section 4.6.2, rfc3920bis-12]

NOTE: For both client-to-server and server-to-seoanections, the initiating entity SHOULD
include an ‘xml:lang’ attribute in the initial s headers that it generates. [Section 4.6.4,
rfc3920bis-12]

[Required] For both client-to-server and server-to-server eations, the initiating entity |
SHALL include a ‘version’ attribute whose value‘is0” (or higher) in the initial stream headers
it generates. [Section 4.6.5, rfc3920bis-12]

Example:

C: <stream:stream
from="john@im.examplel.dod.mil’
to="im.examplel.dod.mil’
version="1.0'
xml:lang="en’
xmins='jabber:client’
xmins:stream="http://etherx.jabber.org/stiea

5.7.3.7.8.2 Response Streams

[Required] _For both client-to-server and server-to-server egtions, the receiving entity |
SHALL include the ‘from' attribute in the resporséeeam header that it sends to the initiating
entity and SHALL set its value to a hostname sexioy the receiving entity. [Section 4.6.1,
rfc3920bis-12]

[Required] For response stream headers in client-to-servenuoncation, if the client |
included a 'from" attribute in the initial streamader then the server SHALL include a 'to’
attribute in the response stream header and SHAt lissvalue to the bare JID specified in the
'from' attribute of the initial stream headéf the client did not include a 'from' attribute the |
initial stream header then the server SHALL NOTude a 'to’ attribute in the response stream
header. [Section 4.6.2, rfc3920bis-12]
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[Required] For server-to-server connections, the receivingyeSBHALL include the 'to’

attribute in the response stream header that dssenthe initiating entity and SHALL set its
value to the hostname specified in the ‘from'laibe of the initial stream header. [Section 4.6.2,
rfc3920bis-12]

[Required] For both client-to-server and server-to-server eations, the receiving entity
SHALL include an 'id" attribute in the response@atn header that it sends to the initiating entity.
The 'id" attribute communicates a unique identifogrthe stream, called a STREAM IOThe
stream ‘id’ shall have the property of randomngSection 4.6.3, rfc3920bis-12]

[Required] _For both client-to-server and server-to-server egtions, the receiving entity
SHALL include a ‘version’ attribute whose value‘is0” (or higher) in the response stream
headers it sends to the initiating entity. [SecdoB.5, rfc3920bis-12]

Example:

S: <stream:stream
from='im.examplel.dod.mil’
id="t7AMCin9zjMNwQKDnpIntZPIDEI='
to="john@im.examplel.dod.mil’
version="1.0'
xml:lang="en’
xmins='jabber:client’
xmins:stream="http://etherx.jabber.org/stiea

5.73.79  Namespaces
5.7.3.79.1 Streams Namespace

[Required] Client and server implementations SHALL qualify thet <stream/> element
("stream header") by the namespace 'http://etladtygr.org/streams’ (the "streams namespace").
If this rule is violated, the entity that receivbs offending stream header SHALL return a
stream error to the sending entity, which SHALLetber <invalid-namespace/> or <bad-
format/>. [Section 4.7.1, rfc3920bis-12]

5.7.3.7.9.2 Default Namespace

[Required] _An entity (client or server) SHALL declare a defanhmespace for data sent over
the stream.The default namespace SHALL be the same for thialisiream and the response
stream so that both streams are qualified consigtefihe default namespace applies to all first-
level child elements sent over the stream unlepBaitky qualified by another namespace.
[Section 4.7.2, rfc3920bis-12]
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[Required] XMPP defines two default namespaces: ‘'jabber:¢laamd 'jabber:serverClient
implementations SHALL support the ‘jabber:cliemfalilt namespaceServer implementations
SHALL support both the ‘jabber:client’ default nap&ce (when the stream is used for
communication between a client and a server) amddhber:server' default namespace (when
the stream is used for communication between twess). [Section 4.7.5, rfc3920bis-12]

Example:

C: <stream:stream
from='john@im.examplel.dod.mil’
to="im.examplel.dod.mil’
version="1.0'
xml:lang="en’
xmins='jabber:client’
xmins:stream="http://etherx.jabber.org/stiea

[Required] _If an entity receives a first-level child elemeniatified by a default namespace it |
does not support, it SHALL return an <invalid-napese/> stream error. [Section 4.7.5,
rfc3920bis-12]

573710 SreamErrors

[Required] The error child SHALL be sent by an entity (cliemtserver) if it perceives that a |
stream-level error has occurred. [Section 4.8,92€bis-12]

[Required] Stream-level errors are unrecoverabléerefore, if an error occurs at the level of|
the stream, the entity (client or server) that dstéhe error SHALL send an <error/> element
with an appropriate child element that specifiesdatror condition and at the same time send a
closing </stream> tag. [Section 4.8.1.1, rfc392a#$

S: <stream:error>
<xml-not-well-formed
xmlns='urn:ietf:params:xml:ns:xmgpeams’/>
</stream:error>
</stream:stream>

[Required] The entity that generates the stream error thenl&HAose the stream as explaineld
under Section 4.4 of rfc3920bis-12). [Section 48.1fc3920bis-12]

C: </stream:stream>
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[Required] _If the error is triggered by the initial stream teg the receiving entity SHALL still
send the opening <stream> tag, include the <eredgment as a child of the stream element,
and then send the closing </stream> tag (prefer@bht the same time). [Section 4.8.1.2,
rfc3920bis-12]

5.7.3.7.10.1 Stream Error Syntax and Defined Streararror Conditions

For guidance and associated requirements relatetietmm error syntax and defined stream error
conditions, see Sections 4.8 of rfc3920bis-12.

5738 TLS and STARTTLS Negotiation

[Required] All XML streams (i.e., including both client-to-ser and server-to-server
connections) SHALL be secured with the use of tr@3port Layer Security (TLS) protocol.

57381  STARTTLSProcess

[Required] This specification mandates the use of the STARTEZ®mand to initiate TLS
negotiation. All client and server implementations SHALL suppand use the “STARTTLS”
extension.

[Required] Immediately after the opening of the response strélae receiving entity SHALL
initiate the process of stream negotiation. [Se&ci@.1, rfc3920bis-12]

[Required] _In the stream feature announcement provided byetteiving entity during the

initial stage of the stream negotiation process réteiving entity SHALL advertize ONLY the
STARTTLS feature (qualified by the XML namespacen’ietf:params:xml:ns:xmpp-tls') and
SHALL also include an empty <required/> child et [Section 5.3.1, rfc3920bis-12] See the
following example:

R: <stream:features>
<starttls xmlns='urn:ietf:params:xml:ns:xrrjg>
<required/>
</starttls>
</stream:features>

5.7.3.8.2 Initiation of STARTTLS Negotiation

[Required] _In order to begin the STARTTLS negotiation, theiating entity SHALL issue the
STARTTLS command (i.e., a <starttls/> element digaliby the 'urn:ietf:params:xml:ns:xmpp-
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tls' namespace) to instruct the receiving entig thwishes to begin a STARTTLS negotiation
to secure the stream. [Section 5.3.2.1, rfc39208B|s-

l: <starttls xmlns='urn:ietf:params:xml:ns:xmpptt

The receiving entity SHALL reply with a <proceedfement qualified by the
‘urn:ietf:params:xml:ns:xmpp-tls' namespace. [9&ch.3.2.1, rfc3920bis-12]

R: <proceed xmIns='urn:ietf:params:xml:ns:xmpp5tls’
5.7.3.83  STARTTLSNegotiation Fails

[Required] _If the STARTTLS negotiation fails, the receivingi&n SHALL return a <failure/> |
element qualified by the 'urn:ietf:params:xml:nspp¥tls’ namespace, terminate the XML
stream, and terminate the underlying TCP connecf#ection 5.3.2.2, rfc3920bis-12]

5.7.3.84  TLSNegotiation

[Required] After the receiving entity has sent and the iniigtentity has received the |
<proceed/> element, the initiating and receivintitis SHALL proceed to TLS negotiation.
The TLS negotiation and implementation SHALL baatordance with the requirements
defined in UCR Section 5.4Section 5.4 of UCR provides detailed guidance aggirements |
regarding the use of TLS with DoD PKI certificates.

5.7.3.85  TLSSuccess

[Required] _If the TLS negotiation is successful, then theiatimg and receiving entities |
SHALL proceed as follows. [Section 5.3.3.3, rfc3B2012]

1. The initiating entity SHALL send a new initial skr@ header to the receiving
entity over the encrypted connectiohhe initiating entity SHALL NOT send a |
closing </stream> tag before sending the new irstr@am header, since the
receiving entity and initiating entity MUST considée original stream to be
replaced upon success of the TLS negotiation.

2. The receiving entity SHALL respond with a new rasg® stream header over the
encrypted connectionn this new response stream header, the receivitity e |
SHALL generate a new stream ID instead of re-uiiegold stream ID.

3. The receiving entity also SHALL send stream feaucethe initiating entity,
which SHALL NOT include the STARTTLS feature, bubieh SHALL advertise
support of SASL negotiation as described in UCRE97
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5.7.3.86 TLSFailure

[Required] _If the TLS negotiation results in failure, the retieg entity SHALL terminate the
TCP connection. [Section 5.3.3.2, rfc3920bis-12]

5.7.3.8.7  Order of TLSand SASL Negotiation

[Required] Client and server implementations SHALL completABTTLS negotiation
before proceeding tBimple-Authentication-and-Serity-Layer-SASL) protocol negotiation;

this order of negotiation is necessary to helpga#ed authentication information sent during
SASL negotiation, as well as to make it possiblbase the use of the SASL EXTERNAL
mechanism on a certificate provided during prioSTegotiation (for entities who authenticate
using a DoD PKI certificate). [Section 5.2.4, rf@8®is-12]

57388  STARTTLSFailureCase

[Required] If the STARTTLS negotiation fails, the receivingiénSHALL return a <failure/>
element qualified by the 'urn:ietf:params:xml:nsppstls' namespace, terminate the XML
stream, and terminate the underlying TCP connecfection 5.3.2.2, rfc3920bis-12]

5.7.3.9  Authentication and SASL Negotiation

XMPP includes a method for adding authenticatigopsut to an XML stream by means of an

XMPP-specific profile of thé&imple-Authentication-and-Security-Lay&ASL) protocol. As
described in RFC 4422, SASL is a framework for mtmg authentication and data security

services in connection-oriented protocols via regddole mechanisms. [Section 6 of rfc3920bis-
12 and RFC 4422]

[Required] _All client and server implementations SHALL supp8ASL negotiations. [Section
6.1, rfc3920bis-12]

[Required] The entities involved in an XML stream SHALL cornsidSASL as mandatory-to-
negotiate. [Section 6.2.1, rfc3920bis-12]

[Required] _Anonymous login capability is prohibited. [Instaviessaging STIG, Version 1,
Release 2]

NOTE: SASL negotiation follows successful STARTTh&gotiation. The SASL negotiation
occurs over the encrypted stream that has alreagly begotiated.
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57391 Client-to-Server Sreams

[Required] During the prior TLS negotiation, the server SHA&lthenticate using a DoD PKI
certificate. The client SHALL validate the certificate presenbgdthe server (i.e., shall verify
that the certificate is unexpired, unrevoked, amchared to a trusted DoD CA in accordance
with the policies and requirements defined in UGRt®N 5.4).

[Required] The client SHALL authenticate using name and passwseing the SASL PLAIN |
mechanism as defined below.

NOTE: As defined by this specification, the SASLAN mechanism SHALL only be used
when the underlying XML stream is protected usimgriEport Layer Security (TLS).

NOTE: Client authentication using name and passwsoadminimum requirementClient
authentication using a DoD PKI certificate is pre¢d. The client in this scenario would compl
with the behavior defined for the “initiating eptiin UCR Section 5.7.3.9.2.

[Required] After successful STARTTLS negotiation, the servlA&L offer the SASL

PLAIN mechanism to the client during SASL negotati The <mechanisms/> element SHAL
be qualified by the 'urn:ietf:params:xml:ns:xmpgisaamespacelhe <mechanisms/> elemen
SHALL contain one <mechanism/> child element inahgdthe appropriate value for the PLAIN
mechanism. [Section 6.3.1, rfc3920bis-12]

S: <stream:features>
<mechanisms xmlIns='urn:ietf:params:xml:ns:xmpg-sa
<mechanism>PLAIN</mechanism>
<required/>
</mechanisms>
</stream:features>

[Required] The client SHALL select the PLAIN authenticationehanism by sending an |
<auth/> element qualified by the 'urn:ietf:paramgslxs:xmpp-sasl' namespace and which
SHALL include the appropriate value for the PLAMNEchanism' attribute. See the following
example:

C: <auth xmiIns='urn:ietf:params:xml:ns:xmpp-sasl’
mechanism="PLAIN'>AGp1bGIldABYyMG0zMG15c|BtMzA=<¢h>

As discussed in RFC 4616, the PLAIN SASL mechargsnsists of a single message, a string
of [UTF-8] encoded [Unicode] characters, from thiert to the server. The client presents a
NUL (U+0000) character, followed by the authenimatidentity (i.e., name), followed by a
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NUL (U+0000) character, followed by the clear-tpassword. For additional details see RFC
4616. [Section 2, RFC 4616]

[Required] Upon receipt of the message, the server will vahf/presented authentication
identity and password by performing a directorykigo to a directory service linked to the
XMPP server for the purpose of authenticating ther uInstant Messaging STIG, Version 1,
Release 2]

[Required] All users SHALL be linked to a directory serviceialhis linked to the user’'s home
XMPP server.[Instant Messaging STIG, Version 1, Release 2]

[Required] The server SHALL report the success of the handshgksending a <success/>
element qualified by the 'urn:ietf:params:xml:nspp¥sasl’ namespace [Section 6.3.6.
rfc3920bis-12]:

S: <success xmins='urn:ietf:params:xml:ns:xmppfsas

[Required] After successful SASL negotiation, the client aadrer SHALL restart the stream.
Upon receiving the <success/> element, the clietAlS initiate a new stream over the existing
TLS connection by sending a new initial stream lee#ol the serverThe client SHALL NOT
send a closing </stream> tag before sending theimé&al stream header, since the server and
client MUST consider the original stream to be aepld upon sending or receiving the
<success/> element. [Section 6.3.6. rfc3920bis-12]

[Required] Upon receiving the new initial stream header frbm ¢lient, the server SHALL
respond by sending a new response stream heaitler ¢bent (for which it SHALL generate a
new stream ID instead of re-using the old streai [[Bection 6.3.6, rfc3920bis-12]

[Required] The server SHALL also send stream features, cangaeny further available
features or containing no features (via an empeatires/> element). [Section 6.3.6, rfc3920bis-
12]

S: <stream:features>

<bind xmins="urn:ietf:params:xml:ns:xmppdd/>
</stream:features>

5.7.39.2 Server-to-Server Sreams

[Required] During the prior TLS negotiation, the initiatingtééym and the receiving entity
SHALL mutually authenticate using DoD PKI certifiea.
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[Required] After the successful mutual authentication of #eeiving entity and the initiating |
entity during the prior TLS negotiation, the redeg/entity SHALL offer the SASL

EXTERNAL mechanism (as defined in Appendix A of REL22) to the initiating entity during
SASL negotiation. [Section 6.2.4, rfc3920bis-12]

[Required] Thereceiving entity SHALL include an empty <requiregdtlfement in its
advertisement of the SASL feature.

NOTE: The SASL EXTERNAL mechanism allows the irtitig entity to request that the
receiving entity use the credentials exchangedduhe TLS Handshake process (See RFC
4422, Appendix A and XEP 0178: Best Practices fee Of SASLExternal EXTERNAL with |
Certificates).

R: <stream:features>
<mechanisms xmlns='urn:ietf:params:xml:ns:xmpg-sa
<mechanism>EXTERNAL</mechanism>
<required/>
</mechanisms>
</stream:features>

[Required] _In response to the receiving entity offering theSRAEXTERNAL mechanism, the |
initiating entity SHALL select the EXTERNAL authecation mechanism by sending an
<auth/> element qualified by the 'urn:ietf:paramgslxs:xmpp-sasl' namespace and which
SHALL include the appropriate value for the EXTERNAnechanism' attribute and which also
includes an empty response of “=". [Section 6.83920bis-12 and Section 3, XEP-178]:

I:  <auth xmIns='urn:ietf:params:xml:ns:xmpp-sasl'
mechanism="EXTERNAL'/>=</auth>

[Required] The receiving entity SHALL report the success & flandshake by sending a |
<success/> element qualified by the 'urn:ietf:paraml:ns:xmpp-sasl' namespace [Section
6.3.6, rfc3920bis-12]:

R: <success xmIns='urn:ietf:params:xml:ns:xmpp/sas

[Required] After successful SASL negotiation, the initiatingigy and the receiving entity,
SHALL restart the streamUpon receiving the <success/> element, the initipéintity SHALL
initiate a new stream over the existing TLS conioedby sending a new initial stream header to
the receiving entity.The initiating entity SHALL NOT send a closing <&am> tag before |
sending the new initial stream header, since tbeivang entity and initiating entity MUST
consider the original stream to be replaced upadisg or receiving the <success/> element.
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I: <stream:stream
from='im.example.dod.mil'
to="chat.example2.dod.mil’
version='1.0'
xmins="jabber:server'
xmlns:stream="http://etherx.jabber/stigams'>

[Required] Upon receiving the new initial stream header froihitiating entity, the receiving
entity SHALL respond by sending a new responseastrieeader to the initiating entity (for
which it SHALL generate a new stream ID insteadesfising the old stream ID). [Section
6.2.2, and Section 6.3.6, rfc3920bis-12]

R: <stream
from="'im.example.dod.mil’
id="MbbV2FeojySpUIP6J91gaa+TWHM="
to="chat.example2.dod.mil’
version="1.0'
xmins='jabber:server'
xmins='http://etherx.jabber.org/streams'>

[Required] The receiving entity SHALL also send stream featpoentaining any further
available features or containing no features (mi@@pty <features/> element). [Section 6.3.6,
rfc3920bis-12]

57393 SAS Failure

[Required] The receiving entity SHALL report failure of therfdshake by sending a <failure/>
element qualified by the 'urn:ietf:params:xml:nspp¥sasl’ namespace.

[Required] The particular cause of failure SHALL be commurachkin an appropriate child
element of the <failure/> element as defined ur8mtion 6.4 (SASL Errors) of rfc3920bis-12.
[Section 6.3.5, rfc3920bis-12]

R: <failure xmins='urn:ietf:params:xml:ns:xmpp-4sas
<not-authorized/>
<[failure>

[Required] The receiving entity SHALL allow a configurable nher of retries (at least 2 and
no more than 3 per IM STIG policy).
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[Required] If the initiating entity exceeds the maximum numbkretries, the server SHALL
return a stream error (which SHALL be either <pghgolation/> or <not-authorized/>).
[Section 6.3.5, rfc3920bis-12]

5.7.3.10 Resource Binding
5.73.10.1 Overview

The baseline standard, rfc3920bis-12, defines ¢ineeapt of binding a resource to an XML
stream. After a client authenticates with its home sertteg, client will bind a specific resource
to the stream so that the server can properly addhe client.In this process, the server will
associate an XMPP resource with the client’s bidgJlocalpart@domain>)As described in
UCR Section 5.7.3.6, the resourcepart identifiersisd for routing purposes to ensure that
XMPP traffic gets routed to the appropriate clieomnection. The combination of the |
resourcepart identifier and the client’s bare Jéidgtitute the client’s full JID of the form
<localpart@domain/resourcepart>. [Section 7.1,98®bis-12]

After a client has successfully bound a resourdbe¢oXML stream, it is referred to as a
Connected Resourc@& compliant server implementation SHALL allow a usemaintain
multiple connected resources simultaneously. [8edil, rfc3920bis-12]

5.7.3.10.2 Resource Binding Process
5.7.3.10.2.1 Mandatory-to-Negotiate

[Required] _All client and server implementations SHALL supp@s$ource binding. [Section |
7.1, rfc3920bis-12]

[Required] _For client-to-server connections, both the cliexd aerver SHALL consider |
resource binding as mandatory-to-negotiate. [Sedtid.1, rfc3920bis-12]

5.7.3.10.2.2 Advertising Support

[Required] Upon sending a new response stream header toi¢ine after successful SASL |
negotiation, the server SHALL include a <bind/>neémt qualified by the
‘urn:ietf:params:xml:ns:xmpp-bind' namespace instieam features it presents to the client.
[Section 7.3, rfc3920bis-12]

S: <stream:features>
<bind xmlns="urn:ietf:params:xml:ns:xpapind'/>
</stream:features>
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5.7.3.10.2.1 Server-Generated Resource ldentifier

[Required] A server implementation SHALL be able to generaitX®PP resourcepart on
behalf of a client. [Section 7.5, rfc3920bis-12]

[Required] A resourcepart SHALL at a minimum be unique amdregdonnected resources for
a specific local account in the form of <localpadd@mnain>. Enforcement of this policy is the
responsibility of the server. [Section 7.4, rfc3B2012]

[Required] A client SHALL request a server-generated resowaddpy sending an 1Q stanza of
type "set" (see UCR Section 5.7.3.12.2) contaimin@mpty <bind/> element qualified by the
‘urn:ietf:params:xml:ns:xmpp-bind' namespace.

C: <iqid='tn281v37' type='set'>
<bind xmlns="urn:ietf:params:xml:ns:xpapind'/>
</ig>

[Required]_ Once the server has generated an XMPP resourdepée client, it SHALL

return an IQ stanza of type "result” to the clievitjch SHALL include a <jid/> child element
that specifies the full JID for the connected reselas determined by the server. [Section 7.5,
rfc3920bis-12]

S: <iq id="tn281v37' type="result>
<bind xmins="urn:ietf:params:xml:ns:xmpp-bnd
<jid>
juliet@im.example.com/4db06f06-1dd4ic-aca3-000bcd821bfb
</jid>
</bind>
</ig>

5.7.3.11 XML Stanzas

After a client and a server (or two servers) hawagleted stream negotiation, either party can
send XML stanzasFor the ‘'jJabber:client’ and 'jJabber:server' defaathespaces, three XML
stanza are defined: <message/>, <presence/>, grel dihere are five common attributes
associated with these three stanza tyfdsese common attributes and the basic semantics of
these three stanza types are defined below.

[Required] Client and server implementations SHALL supportdfistax and semantics
associated with the message, presence, and IQastgdBee UCR sections 5.7.3.11.1 through
5.7.3.11.3]
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5.7.3.11.1 Common Attributes
5.7.3.11.1.1 ‘to’ Attribute

The 'to' attribute specifies the JID of the inteshdecipient of a stanza. [Section 8.1.1,
rfc3920bis-12]

<message to="robert@examplel.dod.mil>
<body>Hello</body>
</message>

[Required] The following rules SHALL be followed regarding thee of the ‘to’ attribute in thé
context of XML streams qualified by the ‘jabbererit’ namespace (i.e., client-to-server streams)
[Section 8.1.1.1, rfc3920bis-12]:

1. A stanza with a specific intended recipient SHALdspess a ‘to’ attribute whose value is
an XMPP address.

2. A stanza sent from a client to a server for diprocessing by the server on behalf of the
client (e.g., presence sent to the server for lmastthg to other entities) SHALL NOT
possess a ‘to’ attribute.

[Required] The following rules SHALL be followed regarding thee of the ‘to’ attribute in thé
context of XML streams qualified by the ‘jabbersat namespace (i.e., server-to-server
streams) [Section 8.1.1.2, rfc3920bis-12]:

1. A stanza SHALL possess a ‘to’ attribute whose vaduen XMPP address; if a server
receives a stanza that does not meet this restrjatiSHALL generate an <improper-
addressing/> stream error.

2. The domain identifier portion of the JID in thetdtribute SHALL match a hostname
serviced by the receiving server; if a server neeen stanza that does not meet this
restriction, it SHALL generate a <host-unknown/>iost-gone/> stream error.

5.7.3.11.1.2 ‘from’ Attribute

The 'from’ attribute specifies the JID of the senfigection 8.1.2, rfc3920bis-12]
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<message from="john@im.examplel.dod.mil/office’
to="robert@examplel.dod.mil>
<body>Hello</body>
</message>

| [Required] The following rules SHALL be followed regarding thee of the ‘from’ attribute in
the context of XML streams qualified by the ‘jabloé#ent’ namespace (i.e., client-to-server
streams) [Section 8.1.2.1, rfc3920bis-12]:

1. When the server receives an XML stanza from a glitbe server SHALL add a 'from'
attribute to the stanza or override the 'fromilaite specified by the client, where the
value of the 'from' attribute is the full JID (<Epart@domainpart/resource>)
determined by the server for the connected resdbetegenerated the stanza or the bare
JID (<localpart@domainpart>) in the case of sulpsicm-related presence stanzas.

2. When the server generates a stanza from the sesekifor delivery to the client, the
stanza SHALL include a 'from' attribute whose vakithe bare JID (i.e., <domain>) of
the server as agreed upon during stream negoti@ign based on the 'to’ attribute of the
initial stream header).

3. When the server generates a stanza from the dervéelivery to the client on behalf of
the account of the connected client (e.g., in thr@ext of data storage services provided
by the server on behalf of the client), the staBBEALL either (a) not include a ‘from'’
attribute or (b) include a 'from’' attribute whosdue is the account's bare JID
(<localpart@domainpart>).

4. A server SHALL NOT send to the client a stanza witha ‘from' attribute if the stanza
was not generated by the server (e.g., if it wasegded by another client or another
server).

5. When a client receives a stanza that does notdediifrom' attribute, it SHALL assume
that the stanza is from the user's account ondhes

| [Required] The following rules SHALL be followed regarding thee of the ‘from’ attribute in
the context of XML streams qualified by the ‘jabiserver namespace (i.e., server-to-server
streams) [Section 8.1.2.2, rfc3920bis-12]:

1. A stanza SHALL possess a ‘from’ attribute whoseueas an XMPP address; if a server
receives a stanza that does not meet this restrjatiSHALL generate an <improper-
addressing/> stream error.
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2. The domain identifier portion of the JID contairiadhe ‘from’ attribute SHALL match
the hostname of the sending server (or any validédenain thereof) as communicated in
the SASL negotiation; if a server receives a stahaadoes not meet this restriction, it
SHALL generate an <invalid-from/> stream error.

Enforcement of these rules helps to prevent gedanial of service attacks.
5.7.3.11.1.3 ‘id” Attribute

As discussed in Section 8.1.3 of rfc3920bis-12,ithattribute is used by the entity that
generates a stanza ("the originating entity") &okrany response or error stanza that it might
receive in relation to the generated stanza froathear entity (such as an intermediate server or
the intended recipient)it is up to the originating entity whether the \valof the 'id" attribute will |
be unique only within its current stream or unigl@bally.

[Required] For <ig/> stanzas, the originating entity SHALL lunte an 'id" attribute. [Section |
8.1.3, rfc3920bis-12]

NOTE: For <message/> and <presence/> stanzaggeitasnmended for the originating entity to
include an 'id" attribute. [Section 8.1.3, rfc39120b2]

[Required] _If the generated stanza includes an 'id" attriltbie it is required for the associateb
response or error stanza to also include an titbate, where the value of the 'id" attribute
SHALL match that of the generated stanza. [Se@iarB, rfc3920bis-12]

5.7.3.11.1.4 ‘type’ Attribute

As discussed in Section 8.1.4 of rfc3920bis-12, e’ attribute specifies the purpose or
context of the message, presence, or 1Q stafbka.particular allowable values for the 'type'
attribute vary depending on whether the stanzangssage, presence, or 1Q stankhe defined
values for message and presence stanzas are cpeaifstant messaging and presence
applications and therefore are defined in subsdceations of this specification (e.g., 5.7.3.13,
5.7.3.14, 5.7.3.15, 5.7.3.17), whereas the valoeKX stanzas specify the role of an IQ stanza in
a structured request-response exchange and threamspecified under UCR Section
5.7.3.11.2.3.The only 'type' value common to all three stangdgiiror"; see UCR Section |
5.7.3.11.3.1. [Section 8.1.4, rfc3920bis-12]

5.7.3.11.1.5 ‘xml:lang’ Attribute

NOTE: A stanza SHOULD possess an 'xml:lang' atteliithe stanza contains XML character
data that is intended to be presented to a hurmem Tke value of the 'xml:lang' attribute
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specifies the default language of any such humadatg@le XML character data. [Section 8.1.5,
rfc3920bis-12]

<presence from="robert@examplel.dod.mil/officel:lang="en">
<show>dnd</show>
<status>Hello</status>

</presence>

NOTE: If an outbound stanza generated by a clieesdot possess an 'xml:lang' attribute, the
client's server SHOULD add an 'xml:lang’ attribwtgose value is that which is specified for the
stream. [Section 8.1.5, rfc3920bis-12]

[Required] If an inbound stanza received by a client or setees not possess an 'xml:lang’
attribute, an implementation SHALL assume thatdéfault language is that which is specified
for the stream. [Section 8.1.5, rfc3920bis-12]

[Required] A server SHALL NOT modify or delete the 'xml:laragtribute of stanzas it receives
from other entities. [Section 8.1.5, rfc3920bis-12]

5.7.3.11.2 Basic Semantics
5.7.3.11.2.1 Message Semantics

As discussed in Section 8.2.1 of rfc3920bis-12 tm@ssage/> stanza can be seen as a "push”
mechanism whereby one entity pushes informatiantiher entity.For additional clarification

and requirements associated with the use of thessage/> stanza in the context of one-to-one
chat sessions and multi-user chat sessions, seeSgCtons 5.7.3.15 and 5.7.3.17 respectively.

5.7.3.11.2.2 Presence Semantics

As discussed in Section 8.2.2 of rfc3920bis-12 tpresence/> stanza can be seen as a
specialized broadcast or "publish-subscribe" meishanvhereby multiple entities receive
information (in this case, network availability ammation) about an entity to which they have
subscribed.For additional clarification and requirements asstec with the use of the
<presence/> stanza to enable the exchange of pegdormation, see UCR sections 5.7.3.13
and 5.7.3.14.

5.7.3.11.2.3 IQ Semantics
As discussed in Section 8.2.3 of rfc3920bis-12 i@/ Query (IQ) stanza provides a request-

response mechanisnihe semantics of the IQ stanza enables an entityatee a request of, and
receive a response from, another entifhe data content of the request and responseirsedef
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by the schema or other structural definition asged with the XML namespace that qualifies
the direct child element of the IQ element andititveraction is tracked by the requesting entity
through use of the 'id" attribute. [Section 8.2(83920bis-12]

[Required] When a client or server implementation generatggacesses an 1Q stanza, the
following rules apply [Section 8.2.3, rfc3920bis}12

1.
2.

7.
8.

An 1Q stanza SHALL include the 'id" attribute.
An 1Q stanza SHALL include the 'type' attribute.

The value of the ‘type’ attribute for 1Q stanzas/AH be one of the following (if the
value is other than one of the following strindpge tecipient or an intermediate server
SHALL return a stanza error of <bad-request/>):

e et -- The stanza requests information (i.e., theza inquires about data which is
needed in order to complete further operationg, etc

e set -- The stanza provides data that is needeahfoperation to be completed
(e.g., it sets new values, replaces existing vaktes

e result -- The stanza is a response to a succéggfilor “set” request

e error -- The stanza reports an error that has ceduegarding the processing or
delivery of a previously sent “get” or “set” reqties

An entity that receives an IQ request of type "get"set" SHALL reply with an I1Q
response of type "result” or "errorThe response SHALL preserve the 'id" attribute of |
the request.

An entity that receives a stanza of type "result"asror" SHALL NOT respond to the
stanza by sending a further IQ response of typsutteor "error".

An 1Q stanza of type "get" or "set" SHALL contaixaetly one child element, which
specifies the semantics of the particular request.

An 1Q stanza of type "result" SHALL include zeroare child element.

An 1Q stanza of type "error" SHALL include an <arrochild.

5.7.3.11.3 SanzaErrors

[Required] Client and server implementations SHALL comply wiite mandatory
requirements defined in Section 8.3 of rfc3920ks-1
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5.7.3.11.4 Server Rulesfor Processing XML Sanzas

5.7.3.114.1 Rules for Processing XML Stanzas to Rete Domains

[Required] _If the domainpart of the JID contained in thedit¥ibute does not match one of the
configured hostnames of the server itself, theese®HALL attempt to route the stanza to the
remote domain. [Section 10.4, rfc3920bis-12]

Note: These rules apply only to client-to-serveeams. As described under UCR Section
5.7.3.11.1.1 (Server-to-Server Streams), a sed&lLE NOT accept a stanza over a server-to-
server stream if the domainpart of the JID in tbeattribute does not match a hostname serviced
by the receiving server. [Section 10.4, rfc3920k12$-

57311411 Server-to-Server Stream Already Exgs

[Required]_ If a server-to-server stream already exists batvtiee two domains, the sender’s
server SHALL attempt to route the stanza to thé@itative server for the remote domain over
the existing stream. [Section 10.4.1, rfc3920bik-12

57311412 No Server-to-Server Stream Currentlzxists

[Required] _If there exists no server-to-server stream betvileetwo domains, the sender's
server SHALL proceed as follows [Section 10.4.23820bis-12]:

1. Resolve the hostname of the remote domain, asideddn UCR Section 5.7.3.7.1.1.

2. Negotiate a server-to-server stream between theloamins (as defined in UCR Section
5.7.3.8 (STARTTLS Negotiation) and UCR Section 3.9 (SASL Negotiation)).

3. Route the stanza to the authoritative server ferémote domain over the newly-
established stream.

57311413 Error Handling

[Required] _If the routing of a stanza to the intended recipgeserver is unsuccessful, the
sender's server SHALL return an error to the sendeesolution of the remote domain is
unsuccessful, the stanza error SHALL be <remoteesarot-found/>.If the resolution
succeeds, but the XML streams cannot be negotititedstanza error SHALL be <remote-
server-timeout/>. [Section 10.4.3, rfc3920bis-12]
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[Required] If stream negotiation with the intended recipesegrver is successful but the remote
server cannot deliver the stanza to the recipteetremote server SHALL return an appropriate
error to the sender by way of the sender's sefSection 10.4.3, rfc3920bis-12]

5.7.3.11.4.2 Rules for Processing XML Stanzas tatal Domain

[Required] _If the hostname of the domainpart of the JID caorediin the 'to’ attribute matches|
one of the configured hostnames of the serverséineer SHALL first determine if the hostname
is serviced by the server itself or by a specidlioeal service.lf the latter, the server SHALL |
route the stanza to that service. If the formes,gbrver SHALL proceed as follows [Section
10.5.3, rfc3920bis-12]:

57311421 No Such User

[Required] _If there is no local account associated with thecalpart@domainpart>, how the |
stanza is processed depends on the stanza typdof5£0.5.3.1, rfc3920bis-12]

o [For a message stanza, the server SHALL return isseunavailable/> stanza error to
the sender.

e For a presence stanza, the server SHALL ignorstdiea.

e For an IQ stanza, the server SHALL return a <seruigavailable/> stanza error to the
sender.

57311422 Bare JID

[Required] _If the JID contained in the 'to" attribute is o ttorm <localpart@domainpart>, h0\4/
the stanza is processed depends on the stanz4g$gotion 10.5.3.2, rfc3920bis-12]

o For a message stanza, if there exists at leastmmeected resource for the account, the
server SHALL deliver it to at least one of the ceated resourcedf there exists no |
connected resource, the server SHALL either redusgervice-unavailable/> stanza error
or store the message offline for delivery whenabeount next has a connected resource.

o [For a presence stanza, if there exists at least@meected resource that has sent initial
presence (i.e., has a "presence session") thersaifAl L deliver it to such resourced.
there exists no connected resource, the server &Higlore the stanza.

e For an IQ stanza, the server SHALL handle it diyeah behalf of the intended recipient.
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57311423 Full JID

[Required] _If the JID contained in the 'to" attribute is oétform
<localpart@domainpart/resource> and there is no@tted resource that exactly matches the
full JID, the stanza SHALL be processed as if tilewere of the form
<localpart@domainpart>. [Section 10.5.3.3, rfc39202]

[Required] _If the JID contained in the 'to" attribute is oétform
<localpart@domainpart/resource> and there is aeded resource that exactly matches the full
JID, the server SHALL deliver the stanza to thatrexted resource. [Section 10.5.3.3,
rfc3920bis-12]

5.7.3.12 Roster Management

In XMPP, a user’s contact list is referred to asster. As defined in rfc3921bis-11, a user's
roster is stored by the user's server on the usenslf so that the user can access roster
information from any deviceThis section addresses the protocol mechanicp#ratit a client
to retrieve a roster from its home server and th ddlete, and modify items within the roster.

5.7.3.12.1 Roster-Related Elements and Attributes

[Required] Client and server implementations SHALL use 1Q séancontaining a <query/>
child element qualified by the 'jabber:ig:rosteahmespace to manage elements in a roster.
[Section 2.1, rfc3921bis-11]

NOTE: As discussed in Section 2.1.1 of rfc3921bis-1&,Wler' attribute is a string that

identifies a particular version of the roster imh@tion. The 'ver' attribute is only generated by
the server. An implementation treats the 'veritatte of the <query/> element qualified by the
'Jabber:ig:roster' namespace as an identifier @fptrticular version of roster information being
sent or received. Inclusion of the 'ver' attribisteecommended. [Section 2.1.1, rfc3921bis-11]

[Required]_ Client and server implementations SHALL support‘tubscription’ attribute and

the allowable subscription-related values for #ttsibute. The state of the presence subscription
in relation to a roster item is captured in théd&uiption' attribute of the <item/> elemerithe
allowable subscription-related values for thisiltite are [Section 2.1.2.4, rfc3921bis-11]:

¢ "none" -- the user does not have a subscriptidhda@ontact's presence, and the contact
does not have a subscription to the user's prestmnseés the default value, so if the
subscription attribute is not included, then thaests to be understood as "none"

e "t0" -- the user has a subscription to the cordgmesence, but the contact does not have
a subscription to the user's presence
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¢ "from" -- the contact has a subscription to ther'sggresence, but the user does not have
a subscription to the contact's presence

e "both" -- both the user and the contact have syttsans to each other's presence (also
called a "mutual subscription™)

[Required] _In a roster result, the client SHALL ignore valwdghe 'subscription’ attribute othe|r
than "none”, "to", "from", or "both". [Section 2214, rfc3921bis-11]

[Required] _In a roster push, the client SHALL ignore valuesha 'subscription’ attribute otheﬂ
than "none", "to", "from", "both", or "remove". [8&on 2.1.2.4, rfc3921bis-11]

[Required] _In a roster set, the value of the 'subscription'ltave a value of "remove", which |
indicates that the item is to be removed from tistar; the server SHALL ignore all values of
the 'subscription' attribute other than "remov&edtion 2.1.2.4, rfc3921bis-11]

[Required] Client implementations SHALL support the 'nameilatite which is used to specif*
the "handle" to be associated with the JID, asrdeted by the user (not the contadi)is
optional for a client to include the 'name’ atttdbowhen adding or updating a roster item.
[Section 2.1.2.3, rfc3921bis-11]

[Required]_ Client and server implementations SHALL suppoet ‘tsk’ attribute which is used|
to specify presence subscriptions sub-state.

[Required] A value of "subscribe" in the ‘ask’ attribute isedlsto signal a "Pending Out" sub-
state as described under Section 3.1.2 of rfc3821bi A server SHALL include the 'ask’
attribute to inform the client of "Pending Out" ssate. [Section 2.1.2.1, rfc3921bis-11]

-[Required] Client and server implementations SHALL supportttiee<group/> child element|
which is used to specify a category or "buckett mwhich the roster item is to be grouped by a
client. It is optional for a client to include the <grougement when adding or updating a
roster item. If a roster set (Roster Set) includes no <groupgment, then the item is to be
interpreted as being affiliated with no group. [B®t2.1.2.5, rfc3921bis-11]

NOTE: An <item/> element MAY contain more than srgoup/> element, which means that
roster groups are not exclusive. [Section 2.1/2c8921bis-11]

5.7.3.12.2 Roster-Related Methods

[Required] A client implementation SHALL have the ability temmerate a Roster GeA |
Roster Get is a client's request for the serveetiarn the roster; syntactically it is an IQ stanta
type "get" sent from client to server and contagrén<query/> element qualified by the
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'Jabber:ig:roster' namespace, where the <quergmenht SHALL NOT contain any <item/>
child elements.Likewise, a compliant server implementation SHAL& dble to process this
request.The expected outcome of sending a roster get ihéoserver to return a roster result.
[Section 2.1.3, rfc3921bis-11]

C: <ig from="john.smith@chat.dod.mil/desktop client
id="bv1bs71f’
type='get'>
<query xmIns='jabber:iqg:roster'/>
</ig>

[Required] A server implementation SHALL be able to procesXoater Get.

[Required] _A server implementation SHALL have the ability tengrate a Roster Resuk.
Roster Result is the server's response to a rgstesyntactically it is an 1Q stanza of type
"result” sent from server to client and containengquery/> element qualified by the
'Jabber:ig:roster' namespac€he <query/> element in a roster result contairesatem/>
element for each contact and therefore can contaie than one <item/> elementhe ability
to generate this response is required for serveleimentations Likewise, a compliant client
implementation SHALL be able to process this respofSection 2.1.4, rfc3921bis-11]

S: <iq id='bvlbs71f'
to="robert.jones@chat.dod.mil/desktoert!
type="result'>

<query xmIns='jabber:iq:roster' ver='ver7'>
<item jid='mike@example2.dod.mil'/>
<item jid='bob@examplel.dod.mil'/>
</query>
</ig>

[Required] _A client implementation SHALL be able to procedRaster Result.

[Required] A client implementation SHALL have the ability termerate a Roster SeA Roster
Set is a client's request for the server to mo(ligy, create, update, or delete) a roster item;
syntactically it is an IQ stanza of type "set" skain client to server and containing a <query/>
element qualified by the ‘jabber:ig:roster' namespgSection 2.1.5, rfc3921bis-11]

The following rules apply to roster sets:

1. The <query/> element SHALL contain one and only sitem/> element.

2. The server SHALL ignore any value of the 'subsiptattribute other than "remove".
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C: <iq from="robert@example2.dod.mil’
id="rs1'
type='set™>
<query xmIns='jabber:iqg:roster'>
<item jid='bob@chat.dod.mil'/>
</query>
</ig>

[Required] A server implementation SHALL be able to proces®ater Set. |

[Required] A server implementation SHALL have the ability tengrate a Roster PusA. |
Roster Push is a newly created, updated, or detettdr item that is sent from the server to the
client; syntactically it is an 1Q stanza of typet'ssent from server to client and containing a
<query/> element qualified by the ‘'jabber:ig:rosteimespace. [Section 2.1.6, rfc3921bis-11]

The following rules apply to roster pushes:

1. The <query/> element in a roster push SHALL contaia and only one <item/>
element.

2. Areceiving client SHALL ignore the stanza unlesisas no ‘from' attribute (i.e.,
implicitly from the user's bare JID) or it hasmth' attribute whose value matches the
user's bare JID <user@domain>.

S: <ig id="a78b4q6ha463’
to="john@examplel.dod.mil/desktop client
type='set’>

<query xmIns='jabber:iq:roster'>
<item jid="robert@example2.dod.mil’/>
</query>
</ig>

[Required] _A client implementation SHALL be able to procesRaster Push. |

[Required] As mandated by the semantics of the IQ stanzafasedan [rfc3920bis-12] each |
resource that receives a roster push SHALL repti an IQ stanza of type "result” (or "error").

C: <iq from="john@examplel.dod.mil/desktop client'
id="a78b4g6ha463'
type="result'/>
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5.7.3.12.3 Retrieving the Roster on Login

[Required] Upon authenticating with a server and binding awese (thus becoming a
connected resource), a client SHALL request theerdsefore sending initial presenca.client
requests the roster by sending a roster get awvstrgam to the server. [Section 2.2, rfc3921bis-
11]

NOTE: Because receiving the roster is not necdgsigsirable for all resources, e.g., a
connection with limited bandwidth, the client's wegt for the roster in bandwidth limited
environments is not mandatory. [Section 2.2, rfd382-11]

NOTE: If a connected resource or available resotggaests the roster, it is referred to as an
interested resource. [Section 2.2, rfc3921bis-11]

[Required] The server SHALL process the roster get and SHAdtum a roster result

containing a <query/> element qualified by thebjabiq:roster' namespacé&he <query/>

element in a roster result SHALL contain one <iterlement for each contact and therefore can
contain more than one <item/> element. [SectiorB2ahd Section 2.2, rfc3921bis-11]

C: <iq from="john@examplel.dod.mil’
id='hu2bac18'
type='get'>
<query xmIns='jabber:ig:roster'/>
</ig>

S: <igid='hu2bacl8’
to="john@examplel.dod.mil/desktop client
type="result'>

<query xmIns='jabber:iq:roster' ver='verl1l’
<item jid="robert@example2.dod.mil’
name='Robert’
subscription="both'>
<group>Friends</group>
</item>
<item jid="'mike@example2.dod.mil’
name='"Mike'
subscription="from'/>
<item jid='bob@examplel.dod.mil’
name='Bob'
subscription="both'/>
</query>
</ig>
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[Required] _If the server cannot process the roster get, it SHturn an appropriate stanza |
error as described in rfc3920bis-12.

5.7.3.12.4 Adding a Roster Item

[Required] A client SHALL support the ability to add an itdmthe roster by sending a roster
set containing a new item. [Section 2.3.1, rfc39214

C: <iq from="john@examplel.dod.mil/desktop client’

id="phlxaz53'
type='set™>

<query xmIns='jabber:iq:roster'>
<item jid="robert@example2.dod.mil’

name='Robert>
<group>Friends</group>

</item>

</query>

</ig>

[Required] If the server can successfully process the restefor the new item (i.e., if no error
occurs), it SHALL create the roster item in peesiststorage.The server SHALL then return ad
IQ stanza of type "result” to the connected resetinat sent the roster set. [Section 2.3.2,
rfc3921bis-11]

[Required] The server SHALL also send a roster push comtgitiie new roster item to all of
the user's interested resources, including theuresdhat generated the roster set. [Section 2.3.2,
rfc3921bis-11]

[Required] If the server cannot successfully process thiereet, it SHALL return a stanza
error. For additional details see 2.3.3 of rfc398114.

5.7.3.12.5 Updating a Roster Item

[Required] A client SHALL support the ability to update aster item by sending a roster set to
the server.Because a roster item is atomic, the item SHALlupeéated exactly as provided in |
the roster set. [Section 2.4.1, rfc3921bis-11]

NOTE: There are several reasons why a client mighate a roster item [Section 2.4.1,
rfc3921bis-11]:

1. Adding a group
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2. Deleting a group
3. Changing the handle
4. Deleting the handle

[Required] As with adding a roster item, if the roster iteam be successfully processed, then
the server SHALL update the roster information éngistent storage, send a roster push to all of
the user's interested resources, and send an W) t@she initiating resource. [Section 2.4.2,
rfc3921bis-11]

5.7.3.12.6 Deleting a Roster Item

[Required] A client SHALL support the ability to delete aster item by sending a roster set
and specifying the value of the 'subscriptionilatile to "remove". [Section 2.5.1, rfc3921bis-
11]

C: <iq from="john@examplel.dod.mil/desktop client'
id="hm4hs97y'
type='set™>
<query xmIns='jabber:ig:roster'>
<item jid="robert@example2.dod.mil’
subscription="remove'/>
</query>
</ig>
[Required] As with adding a roster item, if the server caocessfully process the roster set
then it SHALL update the roster information in pstent storage, send a roster push to all of the
user's interested resources (with the 'subscripitrbute set to a value of "remove"), and send
an 1Q result to the initiating resource. [SectioB.2, rfc3921bis-11]

[Required] The user's server SHALL generate one or morecsiiti®n-related presence
stanzas, as per the following use cases [Sect®g,2fc3921bis-11]:

1. If the user has a presence subscription to theacgrihen the user's server SHALL send a
presence stanza of type "unsubscribe" to the cbfttaansubscribe from the contact's
presence).

2. If the contact has a presence subscription to ke, then the user's server SHALL send a
presence stanza of type "unsubscribed" to the cb(itacancel the contact's subscription
to the user), or both.

3. If the presence subscription is mutual, then tle'siserver SHALL send both a presence
stanza of type "unsubscribe" and a presence stdriype "unsubscribed" to the contact.
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S: <presence from="john@examplel.dod.mil’
id="Im3ba81g'
to="robert@example2.dod.mil’
type='unsubscribe'/>

[Required] If the value of the 'jid' attribute specifiesiggam that is not in the roster, then the
server SHALL return an <item-not-found/> stanzaerfSection 2.5.3, rfc3921bis-11]

5.7.3.13 Presence Subscription Management

As discussed in RFC 2778, presence technology alfouser to subscribe to another user’s
availability status and to be notified when thatetchangesBefore a particular user is |
permitted to receive information/updates regard@dingther user’s presence, that exchange
SHALL first be authorized using a basic subscriptiequest and approval proce¥ghen an
entity receives a presence subscription requesgnhity can either accept or deny the request.
An entity that has a subscription to a user's preser to which a user has a presence
subscription is called a “contactin XMPP, a subscription lasts across presenceosesss |
indeed, it lasts until the contact unsubscribetheruser cancels the previously-granted
subscription. In XMPP, presence subscription mansmnt is accomplished through the use of
presence stanzas with specially defined attrib{itegscribe”, "unsubscribe", "subscribed”, and
"unsubscribed").

5.7.3.13.1 Subscription Requests

A Subscription Requests is a request from a usauthorization to permanently subscribe to a
contact's presence information; syntactically @ jgresence stanza whose 'type' attribute has a
value of "subscribe".

5.7.3.13.1.1 Rules for Client Generation of OutbowhSubscription Requests

-[Required] A client implementation SHALL be capable of genrgia subscription request bi/
sending a presence stanza of type "subscribe'ttif®e3.1.1, rfc3921bis-11]

UC: <presence id='xk3h1v69'
to="john@examplel.dod.mil’
type="'subscribe'/>

[Required] When the client sends a presence subscription setea potential instant |
messaging and presence contact, the value obtlegtiibute SHALL be a bare JID
<contact@domain> rather a full JID <contact@domasdurce>. [Section 3.1.1, rfc3921bis-11]
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NOTE: For tracking purposes, a client SHOULD in@wah 'id" attribute in a presence
subscription request.

5.7.3.13.1.2 Rules for Server Processing of Outbodisubscription Requests

[Required] Upon receiving the outbound presence subscripggnest, the user's server
SHALL comply with the following rules for Server ®essing of Outbound Subscription
Requests as defined below [Section 3.1.2, rfc3321b]:

1. Before processing the request, the user's servAt.Bldheck the syntax of the JID
contained in the 'to" attributéf the JID is of the form <localpart@domain/resepart>
instead of <localpart@domain>, the user's servekl3Hreat it as if the request had
been directed to the contact's bare JID and maléyto' address accordingly.

2. If the potential contact is hosted on the sameesas the user, then the server SHALL
adhere to the Rules for Server Processing of Intb@ubscription Requests (see below)
and SHALL deliver it to the local contact.

3. If the potential contact is hosted on a remoteesethe user's server SHALL then route
the stanza to that remote domain in accordancethéliServer Rules for Processing
XML Stanzas (e.g., see UCR Section 5.7.3.11.4.1)

[Required] When a server processes or generates an outboesehpe stanza of type
"subscribe”, "subscribed", "unsubscribe”, or "ursuioed”, the server SHALL stamp the
outgoing presence stanza with the bare JID <lodg@@domain> of the sending entity.
Enforcement of this rule simplifies the presendessuption model and helps to prevent
presence leaks. [Section 3.1.2, rfc3921bis-11]

[Required]_ If the presence subscription request cannot kaljodelivered or remotely routed
(e.g., because the request is malformed, the tmodhct does not exist, the remote server does
not exist, an attempt to contact the remote semes out, or any other error determined or
experienced by the user's server), then the usarer SHALL return an appropriate error stanza
to the user. [Section 3.1.2, rfc3921bis-11]

[Required] After locally delivering or remotely routing thegsence subscription request, the
user's server SHALL then send a roster push tof élle user's interested resources, containing
the potential contact with a subscription staténoine” and with notation that the subscription is
pending (via an 'ask’ attribute whose value is $stibe"). [Section 3.1.2, rfc3921bis-11]:

US: <ig id="b89c5r7ib574'
to=‘john.smith@chat.dod.mil/desktop client’
type='set™>
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<query xmIns='jabber:iq:roster'>
<item ask='subscribe’
jid=‘robert.jones@example2.doifdesktop client’
subscription="none'/>
</query>
</ig>

NOTE: If a remote contact does not approve or dbaysubscription request within a
configurable amount of time, the user's server SHDlksend the subscription request to the
contact based on an implementation-specific algori(e.g., whenever a new resource becomes
available for the user, or after a certain amoditinee has elapsed); this helps to recover from
transient, silent errors that might have occurrbéémvthe original subscription request was
routed to the remote domailVhen doing so, it is recommended for the servandlude an 'id' |
attribute so that it can track responses to thentesubscription request. [Section 3.1.2,
rfc3921bis-11]

5.7.3.13.1.3 Rules for Server Processing of Inbourlbscription Requests

[Required] Before processing the inbound presence subscriptigmest, the contact's server
SHALL check the syntax of the JID contained in ‘tbéattribute. If the JID is of the form
<contact@domain/resource> instead of <contact@dwom#ie contact's server SHALL treat it
as if the request had been directed to the cositaate JID and modify the 'to' address
accordingly. [Section 3.1.3, rfc3921bis-11]

[Required] When processing the inbound presence subscriptmunesst, the user's server |
SHALL comply with the following rules for Serverdtessing of Inbound Subscription Requests
as defined below [Section 3.1.3, rfc3921bis-11]:

1. Above all, the contact's server SHALL NOT automalticapprove subscription requests
on the contact's behalf (unless the contact hasgewad its account to automatically
approve subscription requestshstead, the contact's server SHALL deliver thguest
to the contact's available resource(s) for approvaenial by the contact.

2. If the contact exists and the user already ha®vscsiption to the contact's presence, then
the contact's server SHALL auto-reply on behalthef contact by sending a presence
stanza of type "subscribed" from the contact's B#deto the user's bare JID.

3. If the contact does not exist, then the contaetrges SHALL automatically return a
presence stanza of type "unsubscribed" to the user.
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4. Otherwise, if there is at least one available resmassociated with the contact when the
subscription request is received by the contaet\ses, then the contact's server SHALL
broadcast that subscription request to all of thr@act’'s available resources.

5. Otherwise, if the contact exists, the user doesaleady have a subscription to the
contact's presence, and the contact has no avaikedburces when the subscription
request is received by the contact's server, theantact's server SHALL keep a record
of the complete presence stanza comprising theespben request, including any
extended content contained therein, and deliverdheest when the contact next has an
available resourceThe contact's server SHALL continue to deliverghbscription
request whenever the contact creates an availebdeirce, until the contact either
approves or denies the request.

5.7.3.13.1.4 Rules for Client Processing of Inbourfslubscription Requests

| [Required] When the contact's client receives a subscripgguest from the user, it SHALL
present the request to the contact for approvaégsrthe contact has explicitly configured the
client to automatically approve or deny some osabscription requests). [Section 3.1.4,
rfc3921bis-11]

[Required] A client implementation SHALL be capable of geniexgaa subscription approval by
sending a presence stanza of type "subscribed”.

CC: <presence id="h4v1c4kj'
to="robert@example2.dodl.mi
type="'subscribed'/>

| [Required] _A client implementation SHALL be capable of denyagubscription request by
sending a presence stanza of type "unsubscrib®dttion 3.1.4, rfc3921bis-11]

CC: <presence id="h4v1c4kj'
to="robert@example2.dodl.mi
type='unsubscribed'/>

NOTE: If the subscription request is approved l®y¢bntact, the contact’s client SHOULD send
| a subscription request to the user automaticdilyis assumes that the desired end state is a
mutual subscription. [Section 3.1.5, rfc3921bis-11]
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5.7.3.13.1.5 Rules for Server Processing of Outbodisubscription Approval

[Required] When the contact's client sends the subscriptipnosal, the contact's server |
SHALL stamp the outbound stanza with the bare Jtigalpart@domain> of the contact and
locally deliver or remotely route the stanza totiser. [Section 3.1.5, rfc3921bis-11]

CS: <presence from='john@examplel.dod.mil’
id="h4v1c4kj'
to="robert@example2.dodl.mi
type="subscribed'/>

[Required] _The contact's server then SHALL send an updatadmrpssh to all of the contact's|
interested resources, with the 'subscription’'tatta set to a value of "from". [Section 3.1.5,
rfc3921bis-11]

[Required] _The contact's server SHALL then also send curresggnce to the user from each|
of the contact's available resources. [Sectiorb3ric3921bis-11]

NOTE: In order to subscribe to the user's presahee;ontact’s client should then send a
subscription request to the usdfris assumed that the normal, desired end statenatual |
subscription.

5.7.3.13.1.6 Rules for Server Processing of Inbour&lbscription Approval

[Required] When the user's server receives the subscriptiproaal, it SHALL first check if |
the contact is in the user's roster with subsanptinone' or subscription='from' and the 'ask’ flag
set to "subscribe" (see Appendix A of rfc3921bi3-11 this check is successful, then the user|s
server SHALL proceed as follows [Section 3.1.63921bis-11]:

1. Deliver the inbound subscription approval to altled user's interested resourcégis |
SHALL occur before sending the roster push desdribeéhe next step. [Section 3.1.6,
rfc3921bis-11]

US: <presence from='john@examplel.dod.mil’
id="h4v1c4kj'
to="robert@example2.dodl.mi
type="'subscribed'/>

2. Initiate a roster push to all of the user's intey@sesources, containing an updated roster
item for the contact with the 'subscription’ atitid set to a value of "to" (if the
subscription state was "None + Pending Out" or '&erPending Out+In") or "both" (if
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the subscription state was "From + Pending Ousge Table 5 of Appendix A of
rfc3921bis-11. [Section 3.1.6, rfc3921bis-11]

US: <iq id="b89c5r7ib576'
to="robert@example2.dod.mil/desktbent'
type='set>

<query xmlns='jabber:iq:roster'>
<item jid='john@examplel.dod.mil'
subscription="to'/>
</query>
</ig>

3. The user's server SHALL also deliver the availgissence stanza received from each of
the contact's available resources to each of thesusvailable resources.

| [Required]_ Otherwise -- that is, if the user does not exiishe contact is not in the user's
roster, or if the contact is in the user's rosteh & subscription state other than those described
in the foregoing check -- then the user's servehlSHsilently ignore the subscription approval
stanza by not delivering it to the user, not maddythe user's roster, and not generating a roster
push to the user's interested resources. [Sectio, 3fc3921bis-11]

NOTE: If the account has no available resourceswthe inbound subscribed notification is
received, a server MAY keep a record of the naitfan (ideally the complete presence stanza)

| and then deliver the notification when the accaext has an available resourcehis behavior
provides more complete signaling to the user raggrithe reasons for the roster change that
occurred while the user was offline. [Section 3.#&3921bis-11]

5.7.3.13.2 Canceling a Subscription
5.7.3.13.2.1 Rules for Client Generation of Subsgtion Cancellation

| [Required] _A client implementation SHALL be capable of sendangresence stanza of type
"unsubscribed" in order to cancel a subscripti@t thhas previously granted to a user. [Section
3.2.1, rfc3921bis-11]
CC: <presence id='ij5b1lv7g’

to="robert@example2.dodl.mi
type='unsubscribed'/>
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5.7.3.13.2.2 Rules for Server Processing of Outbodisubscription Cancellation

[Required] Upon receiving the outbound subscription cancellgtthe contact's server SHALLI
proceed as follows [Section 3.2.2, rfc3921bis-11]:

1. If the user is hosted on the same server as thadothen the server SHALL adhere to
the rules specified in the next section in progestie subscription cancellation.

2. If the user is hosted on a remote server, the ctstserver SHALL then route the stanza
to that remote domain.

3. As mentioned, before locally delivering or remoteduting the stanza, the contact's
server SHALL stamp the outbound subscription cdatieh with the bare JID
<localpart@domain> of the contact.

CS: <presence from='john@examplel.dod.mil’
id="ij5b1v7g’
to="robert@exae2.dod.mil’
type="unsulised'/>

4. The contact's server then SHALL send a roster pughthe updated roster item to all of
the contact's interested resources, where the gptise state is now either "none" or
"to". For added clarification, see Appendix A a3021bis-11.

5. The contact's server then SHALL send a presenceataf type "unavailable” from all of
the contact's online resources to the user.

CS: <presence from='john@examplel.dod.mil/desklieptt
id="i8bsg3h3’
type='unavailable'/>

5.7.3.13.2.3 Rules for Server Processing of Inbour@ubscription Cancellation

[Required] When the user's server receives the inbound spliscricancellation, it SHALL |
first check if the contact is in the user's rostégh subscription="to’ or subscription="both’ (see
Appendix A of rfc3921bis-11).

1. If this check is successful, the user's server SHRection 3.2.3, rfc3921bis-11]:

a. Deliver the inbound subscription cancellation tooélthe user's interested
resources. This SHALL occur before sending théergsush described in the
next step.
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US: <presence from='john@examplel.dod.mil’
id="ij5b1v7g’
to="robert@example2.dodl.mi
type="unsubscribed'/>

b. Initiate a roster push to all of the user's intex@sesources, containing an
updated roster item for the contact with the 'stipton’ attribute set to a
value of "none" (if the subscription state was "bo™To + Pending In") or
"from" (if the subscription state was "Both").

2. If the check (above) is not successful, that ithéf user does not exist, if the contact
is not in the user's roster, or if the contachighie user's roster with a subscription
state other than those described in the foregdieglc then the user's server SHALL
silently ignore the stanza by not delivering ithe user, not modifying the user's
roster, and not generating a roster push to thesusgerested resources. [Section
3.2.3, rfc3921bis-11]

5.7.3.13.3 Unsubscribing
5.7.3.13.3.1 Rules for Client Unsubscribing

| [Required] To unsubscribe from a contact's presence, thet@EALL send a presence stanza
of type "unsubscribe". [Section 3.3.1, rfc3921big-1

UC: <presence id="'ul4bs71n'
to="john@example.dod.mil’
type='unsubscribe'/>

5.7.3.13.3.2 Rules for Server Processing of Outboditunsubscribe

| [Required] Upon receiving the outbound unsubscribe, the useriger SHALL proceed as
follows [Section 3.3.2, rfc3921bis-11]:

1. If the contact is hosted on the same server asgbe then the server SHALL adhere to
the rules specified for Server Processing of Inldounsubscribe (see below).

2. If the contact is hosted on a remote server, te€siserver SHALL then route the stanza
to that remote domain.

3. The user's server then SHALL send a roster pudihtivé updated roster item to all of the
user's interested resources, where the subscrigtid® is now either "none" or "from"
(see Appendix A of rfc3921bis-11).
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US: <ig id="h37h3ulbv402'
to="robert@example2.dod.mil/desktbent'
type='set>

<query xmlns='jabber:iq:roster'>
<item jid='john@examplel.dod.mil'
subscription="none'/>
</query>
</ig>

5.7.3.13.3.3 Rules for Server Processing of Inbourighsubscribe

[Required] When the contact's server receives the unsubgsooitiiecation, it SHALL first |
check if the user is in the contact's roster withseription='from’ or subscription="both’ (i.e., a
subscription state of "From", "From + Pending Oot";'Both"; see Appendix A of rfc3921bis-
11).

1. If this check is successful, the contact's ser¥hlS. [Section 3.3.3, rfc3921bis-11]:

a. Deliver the inbound unsubscribe to all of the cotisainterested resources. This
SHALL occur before sending the roster push desdribéhe next step.

b. Initiate a roster push to all of the contact'sriested resources, containing an
updated roster item for the contact with the 'stipon' attribute set to a value of
"none" (if the subscription state was "From" ordfr+ Pending Out") or "to" (if
the subscription state was "Both").

c. Generate an outbound presence stanza of type 'iladaea from each of the
contact's available resources to the user.

2. If the check (above) is not successful, that ithéf contact does not exist, if the user is
not in the contact's roster, or if the user ishe tontact's roster with a subscription state
other than those described in the foregoing chiben the contact's server SHALL
silently ignore the stanza by not delivering ithe contact, not modifying the contact's
roster, and not generating a roster push to theacts interested resources. [Section
3.3.3, rfc3921bis-11]

5.7.3.14 Exchanging Presence Information

In XMPP, presence information is exchanged usingsgnce/> stanzas as defined in
rfc3921bis-11.A client controlled by a user sends presence indion to its home server and |
the home server in turn propagates that informabaadl of the user’s contacts who have a
subscription to that user’s presenf&@ection 4.1, rfc3921bis-11]
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5.7.3.14.1 Initial Presence

5.7.3.14.1.1 Client Generation of Initial Presence

[Required] After completing the mandatory-to-negotiate stréaatures and retrieving a roster,
a client implementation SHALL signal its availabilfor communication by sending initial
presence to its server, i.e., a presence stanhawwito' address and no ‘type’ attribute. [Section
4.2.1, rfc3921bis-11]

UC: <presence/>

NOTE: The initial presence stanza may contain thrgodty/> element, the <show/> element,
and one or more instances of the <status/> elerffesdttion 4.2, rfc3921bis-11]

5.7.3.14.1.2 Server Processing of Outbound Initifdresence
[Required] Upon receiving initial presence from a client, tleer's server SHALL send the
initial presence stanza from the full JID <user@donfresource> of the user to all contacts that

are subscribed to the user's presence. [Sectio, 4@3921bis-11]

US: <presence from='user@domain/resourecepart’
to=‘contact@domain’/>

[Required] The user's server SHALL also broadcast initial @neg from the user's newly
available resource to all of the user's availabs®urces (including the resource that generated
the presence notification in the first place). [tBec4.2.2, rfc3921bis-11]

[Required] _In the absence of presence information about thesusontacts, the user's server
SHALL also send presence probes to the user'sasraa behalf of the user (see UCR Section
5.7.3.14.2). [Section 4.2.2, rfc3921bis-11]

5.7.3.14.1.3 Server Processing of Inbound InitialrBsence

[Required] Upon receiving presence from the user, the costaetver SHALL deliver the
user's presence stanza to all of the contact'&aél@resources. [Section 4.2.3, rfc3921bis-11]

5.7.3.14.1.4 Client Processing of Inbound Initial lRsence

[Required] When the contact's client receives presence frenusler, it SHALL proceed as
follows [Section 4.2.4, rfc3921bis-11]:
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1. If the user is in the contact's roster, the cllBHALL display the presence information in
an appropriate roster interface.

2. If the user is not in the contact's roster, therdliISHALL ignore the presence information
and not display it to the contact.

5.7.3.14.2 Presence Probes

A PRESENCE PROBE is a request for a contact's cupieesence information, sent on behalf

of a user by the user's server; syntactically & pgesence stanza whose 'type' attribute has a
value of "probe".In the context of presence subscriptions, the vafubke 'from' address |
SHALL be the bare JID of the subscribed user aed/tiue of the 'to’ address SHALL be the
bare JID of the contact to which the user is subsdt since presence subscriptions are based on
the bare JID. [Section 4.3, rfc3921bis-11]

5.7.3.14.2.1 Server Generation of Outbound PresenBeobe

[Required] To discover the availability of a user's contdog, tiser’s server SHALL be capablé
of sending a presence probe from the bare JID €demain> of the user to the bare JID
<contact@domain> of the contact. [Section 4.3d3921bis-11]

US: <presence from='john@examplel.dod.mil’
id="ign291v5'
to="robert@example2.datl.m
type="'probe'/>

[Required] The server SHALL NOT send a probe to a contadtafuser is not subscribed to |
the contact's presence (i.e., if the contact ismtte user's roster with the 'subscription’ hiire
set to a value of "to" or "both". [Section 4.3.££3921bis-11]

NOTE: The user's server SHOULD send a presenceeprblenever the user starts a new
presence session by sending initial presemtmwyever, the server MAY choose not to send thé
probe at that point if it has what it deems todl&ble and up-to-date presence information

about the user's contacts (e.g., because the asemiother available resource or because the user
briefly logged off and on before the new preseressi®n began)ln addition, a server MAY |
periodically send a presence probe to a contaich#s not received presence information or

other traffic from the contact in some configurabfeount of time; this can help to prevent

"ghost" contacts who appear to be online but ih é&&e not. [Section 4.3.1, rfc3921bis-11]

NOTE: Naturally, the user's server does not neextihal a presence probe to a contact if the
contact's account resides on the same server aséhesince the server possesses the contact's
information locally. [Section 4.3.1, rfc3921bis-11]
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5.7.3.14.2.2 Server Processing of Inbound Preserfémbe

| [Required] Upon receiving a presence probe to the contaattss B from the user's server on
behalf of the user, the contact's server SHALLy el follows [Section 4.3.2, rfc3921bis-11]:

1.

If the contact account does not exist or the usar the contact's roster with a
subscription state other than "From", "From + Pegddut”, or "Both" (as defined under
Appendix A of rfc3921bis-11), then the contact'sszee SHALL return a presence stanza
of type "unsubscribed" in response to the prespnalge. Here the 'from' address
SHALL be the bare JID of the contact, since spaugfya full JID would constitute a
presence leak as described in rfc3920bis-12.

CS: <presence from="mike@example2.dod.mil’
id="xv291f38'
to="john@examplel.dod.mil’
type='unsubscribed'/>

Else, if the contact has moved temporarily or peremély to another address, then the
server SHALL return a presence stanza of type 'éwdh a stanza error condition of
<redirect/> (temporary) or <gone/> (permanent) theludes the new address of the
contact.

Else, if the contact has no available resources) the server SHALL reply to the
presence probe by sending to the user a preseartaasif type "unavailable”.

Else, if the contact has at least one availableure®, then the server SHALL reply to the
presence probe by sending to the user the full X¥ithe last presence stanza with no 'to’
attribute received by the server from each of thaact's available resourcedere the
‘from' addresses are the full JIDs of each avaaladsource.

CS: <presence from="robert@example2.dod.mil/foo’
id="hzflv27k’
to="john@exdeipdod.mil’/>

5.7.3.14.3 Subsequent Presence Broadcasts

| [Required] After sending initial presence, a client impleméota SHALL be capable of
updating its availability by sending a presencezavith no 'to' address and no 'type" attribute.
[Section 4.4.1, rfc3921bis-11]

UC: <presence>

<show>away</show>
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</presence>

NOTE: This presence update MAY contain the <prydritelement, the <show/> element, and
one or more instances of the <status/> element.

5.7.3.14.3.1 Server Processing of Outbound Presence

[Required] Upon receiving a presence stanza expressing updatadbility, the user's server |
SHALL broadcast the full XML of that presence stana the contacts who meet all of the
following criteria [Section 4.4.2, rfc3921bis-11]:

1. The contact is in the user's roster with a subBorigype of "from" or "both".

2. The last presence stanza received from the codtiictg the user's presence session was
NOT of type "unsubscribe”.

NOTE: As an optimization, if the subscription tyigeé'both", then the server SHOULD send
subsequent presence notifications to a contactibtilg contact is online according to the user's
server. [Section 4.4.2, rfc3921bis-11]

[Required] The user's server SHALL also send the presenceastarall of the user's available|
resources (including the resource that generateg@rgsence notification in the first place).
[Section 4.4.2, rfc3921bis-11]

5.7.3.14.3.2 Server Processing of Inbound Presence

[Required] Upon receiving presence from the user, the costaetver SHALL deliver the |
user's presence stanza to all of the contact'&él@resources. [Section 4.4.3, rfc3921bis-11]

5.7.3.14.3.3 Client Processing of Inbound Presence

[Required] From the perspective of the contact's client, tiere significant difference |
between initial presence broadcast and subsequesgnre broadcast, so the contact's client
SHALL follow the rules for processing of inboundepence defined under UCR Section
5.7.3.14.1.4. [Section 4.4.4, rfc3921bis-11]

5.7.3.14.4 Unavailable Presence

5.7.3.14.4.1 Client Generation of Unavailable Presee

[Required] Before ending its presence session with a setverser's client SHALL gracefully|
become unavailable by sending unavailable preseecea presence stanza that possesses no 'to’
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attribute and that possesses a 'type' attributeseviialue is "unavailable'The unavailable
presence stanza SHALL NOT contain the <priorityleneent or the <show/> element, since
these elements apply only to available resour&extjon 4.5.1, rfc3921bis-11]

UC: <presence type='unavailable'/>

NOTE: Optionally, the unavailable presence stan2&yMontain one or more <status/>
elements specifying the reason why the user i®ngdr available.

5.7.3.14.4.2 Server Processing of Outbound Unavéile Presence

[Required] The user's server SHALL NOT depend on receiving/ait@ble presence from an
available resource, since the resource can becomaiable ungracefully (e.g., the resource
can be timed out by the server because of inagtifbection 4.5.2, rfc3921bis-11]

[Required] _If an available resource becomes unavailable fgrraason (either gracefully or
ungracefully), the user's server SHALL broadcastvailable presence to all contacts that meet
all of the following criteria [Section 4.5.2, rfc39bis-11]:

1. The contact is in the user's roster with a subBorigype of "from" or "both".

2. The last presence stanza received from the codtiictg the user's presence session was
not of type "error" or "unsubscribe".

[Required] _If the unavailable notification was gracefully raezl from the client, then the
server SHALL broadcast the full XML of the preseistanza. [Section 4.5.2, rfc3921bis-11]

[Required] The user's server SHALL also send the unavailatiéication to all of the user's
available resources (including the resource thaégeed the presence notification in the first
place). [Section 4.5.2, rfc3921bis-11]

[Required] _If the server detects that the user has gone eftimgracefully, then the server
SHALL generate the unavailable presence broadecasteouser's behalf. [Section 4.5.2,
rfc3921bis-11]

5.7.3.14.4.3 Server Processing of Inbound Unavail@bPresence
[Required] Upon receiving an unavailable notification from treer, the contact's server

SHALL deliver the user's presence stanza to dtefcontact's available resources. [Section
4.5.3, rfc3921bis-11]
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5.7.3.14.4.4 Client Processing of Inbound UnavailébPresence

[Required] From the perspective of the contact's client, tiere significant difference |
between initial presence broadcast and unavaifaelsence broadcast, so the contact's client
SHALL follow the rules for processing of inboundepence defined under UCR Section
5.7.3.14.1.4. [Section 4.5.4, rfc3921bis-11]

5.7.3.145 Presence Syntax
5.7.3.145.1 Show Element

[Required] To specify a particular availability sub-state liart implementation SHALL
support the <show/> element within a presence ataipresence stanza SHALL NOT contai
more than one <show/> elemenrthe XML character data of the <show/> element ismmnan-
readable.The XML character data SHALL be one of the follogifsection 4.7.2.1, rfc3921bis
11]:

e away -- The entity or resource is temporarily away.

e chat -- The entity or resource is actively intezedsn chatting.

e dnd -- The entity or resource is busy (dnd = "Dd Nisturb").

e Xxa -- The entity or resource is away for an extenueriod (xa = "eXtended Away").

NOTE: If no <show/> element is provided, the enigtassumed to be online and available.
[Section 4.7.2.1, rfc3921bis-11]

Note: While support for this feature is requirdte use of this feature is optional.
5.7.3.145.2 Status Element

To convey human-readable XML character data spi@gfs natural-language description of an
entity's availability, the client SHALL support thestatus/> element within a presence sta_mza.|
is normally used in conjunction with the show el@eirie provide a detailed description of an
availability state (e.g., "In a meeting") when firesence stanza has no 'type' attribliieere are |
no attributes defined for the <status/> element) wWie exception of the 'xml:lang' attribute.
[Section 4.7.2.2, rfc3921bis-11]

<presence from="john.smith@chatl.dod.mil/@ffic
xml:lang="'en'>
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<show>dnd</show>
<status>In a meeting</status>
</presence>

NOTE: A presence stanza of type "unavailable" MA¥oanclude a <status/> element to
provide detailed information about why the entgygbing offline.

NOTE: While support for this feature is requirdtk use of this feature is optional.
5.7.3.14.5.3 Priority Element

NOTE: The OPTIONAL <priority/> element contains Rbaman-readable XML character data
that specifies the priority level of the resourdde value SHALL be an integer between -128
and +127. [Section 4.7.2.3, rfc3921bis-11]

<presence xml:lang='en">
<show>dnd</show>
<status>In Meeting</status>
<priority>1</priority>
</presence>

If no priority is provided, the processing servechent SHOULD consider the priority to be
zero ("0").

5.7.3.15 Exchanging Messages

After a client has established and secured a stvagimits home server, the next step, as
discussed above, is to bind a specific resourtieetstream.Once the client has completed the
resource binding step, the client may generatesanddange an unlimited number of stanzas.
One such stanza that can be exchanged is <messagetiscussed in rfc3921bis-11, a
<message/> stanza is used to "push" informati@nather entity.

5.7.3.15.1 One-to-One Chat Sessions

One-to-One Chat permits a user to engage in areahtime, text-based conversation with
another userln XMPP, this text-based conversation is enableoutyh the exchange of
<message/> stanzaés discussed in Section 5 of rfc3921bis-11, the padies will typically
exchange a number of messages in relatively rajmdession within a relatively brief period of
time. [Section 5.1, rfc3921bis-11]
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[Required] When a user’s client is engaged in a chat sessithnaxcontact, the user's client |
SHALL send a message of type "chat" and the costeleent SHALL preserve that message
type in subsequent replies. [Section 5.1, rfc392-11i|

[Required] The user's client SHALL be capable of includingtlread/> element with its initial
message, which the contact's client SHALL alsogmesduring the life of the chat sessidrhe
primary use of the XMPP <thread/> element is ta@jualy identify a conversation thread or
"chat session” between two entities instantiategrbgssage/> stanzas of type 'chat'. [Section
5.1, rfc3921bis-11]

[Required] The user's client SHALL address the initial messagechat session to the bare |
JID of the contact (i.e., <contact@domain>). Uatitl unless the user's client receives a reply
from the contact, it SHALL continue sending anythier messages to the contact's bare JID. |
Once the user's client receives a reply from thtazd's full JID, it SHALL address its
subsequent messages to the contact's full JIDoagdled in the 'from' address of the contact's
replies. [Section 5.1, rfc3921bis-11]

[Required] The contact's client SHALL address its subsequepites to the user's full JID
<user@domain/resource> as provided in the 'fromiress of the initial message. [Section 5.1,
rfc3921bis-11]

5.7.3.15.2 Message Sanza Syntax
5.7.3.15.2.1 To Attribute

[Required] An instant messaging client SHALL specify the irtted recipient for a message |
stanza by providing the JID of the intended recipia the 'to' attribute of the <message/>
stanza. [Section 5.2.1, rfc3921bis-11]

5.7.3.15.2.2 Type Attribute

[Required] An instant messaging client SHALL support all of flollowing message types |
[Section 5.2.2, rfc3921bis-11]:

e chat: The value “chat” indicates that the messageint in the context of a one-to-one
chat sessionTypically a receiving client will present/displayessages of type "chat" in|
an interface that enables one-to-one chat betweetwo parties, including an
appropriate conversation history.

e error: The value “error” indicates that the messaggenerated by an entity that
experienced an error in processing a message eec&m another entity.

1505



DoD UCR 2010, Draft
Section 5.7 — Near-Real-Time, Text-Based MessagiRgoducts

NOTE: A client that receives a message of typeot€ 8HOULD present an appropriate
interface informing the sender of the nature ofdher.

e groupchat: The value “groupchat” indicates thatrttessage is sent in the context of a
multi-user chat environmeniypically a receiving client will present a messaféype
"groupchat” in an interface that enables many-towrehat between the parties.

¢ normal: The value “normal” indicates that the meggsia a standalone message that is
sent outside the context of a one-to-one conversati groupchat, and to which it is
expected that the recipient will replyypically a receiving client will present a message
of type "normal” in an interface that enables #&pient to reply, but without a
conversation history. The default value of theétygitribute is "normal”.

NOTE: Support for the following message type isroef as recommended.

¢ headline: The value “headline” indicates that thessage provides an alert, a
notification, or other information to which no rgps expected (e.g., news headlines,
sports updates, near-real-time market data, andicated content) Because no reply to
the message is expected, typically a receivingncimll present a message of type
"headline" in an interface that appropriately diéietiates the message from standalone
messages, chat messages, or groupchat messagdsy(ea providing the recipient
with the ability to reply).

[Required] If an application receives a message with no "tgfigbute or the application does
not understand the value of the 'type’ attribute/igied, it SHALL consider the message to be of
type "normal” (i.e., "normal” is the default). [$ien 5.2.2, rfc3921bis-11]

5.7.3.15.2.3 Body Element

[Required] A client SHALL be capable of populating a <messagganza with the <body/>
element. The <body/> element contains human-readable XMlradiar data that specifies the
textual content of the messaddote: While support for this feature is requirdtg tise of this
feature is optional.This child element is normally included in a messatanza. [Section 5.2.3,
rfc3921bis-11]

NOTE: There are no attributes defined for the <Wisdyyement, with the exception of the
'xml:lang' attribute.Multiple instances of the <body/> element MAY beluded in a message
stanza, but only if each instance possesses andrgilattribute with a distinct language value.
[Section 5.2.3, rfc3921bis-11]
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5.7.3.16 Conformance Requirements in rfc3920bis armt3921bis

Section 15 of rfc3920bis-12 and Section 13 of rit38s-11, describe a protocol feature set that
summarizes the conformance requirements assoucigiiethese two specificationgn the event |
of a discrepancy between Section 15 of rfc3921bBextion 13 of rfc3921bis and this section of
the UCR, the explicit requirements defined in #estion of the UCR take precedence.

5.7.3.17 XMPP Extensions

The documents referenced in this section represd¢ansions to the XMPP baseline
specifications (i.e., rfc3920bis-12 and rfc3921bl9: Through an open standards process, thT
XMPP Standards Foundation (XSF) develops extensmX$PP. These extensions are
published by the XSF as XMPP Extension ProtocoBRX) series documents at
http://xmpp.org/ While the majority of XMPP extensions are definedhe XEP series |
documents, other important related specificatiotisfesions are defined by the XMPP Working
Group at the IETF.These XMPP extensions address functionality or lenabovative features |
that are not addressed in the core XMPP specificsti

The protocol specifications referenced within Tahle3.-2 constitute a mandatory protocol
suite (i.e., for the purpose of compliance testing certification; support for these extensions is
defined as REQUIRED)With regards to the specifications defined in Tahl&3-2, client and |
server implementations SHALL comply with all reqnrents defined as "MUST", "SHALL",
"REQUIRED"; "MUST NOT", "SHALL NOT". It is also expected that vendors will likewise |
implement requirements defined as “SHOULD” or “SHMNOT” except where there may
exist valid reasons in particular circumstancegtore a particular requiremeniote: Some of |
the protocol specifications referenced in Table®Z have their own dependencies.

Table 5.7.3-2. DoD XMPP Protocol Suite

REFERENCE XMPP SERVER XMPP CLIENT
XEP-0045: Multi-User Chat v v/
XEP-0030: Service Discovery v v
XEP-0085: Chat Sate Notifications N/A v
RFC 4422 — Appendix ASASL EXTERNAL Mechanism* v v
XEP-0191: Smple Communications Blocking v v
XEP-0004: Data Forms 4 v
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XEP-0077: In-Band Registration v v
XEP-0138: Sream Compression v v
XEP-0082:XMPP Date and Time Profiles v v
XEP-0068:Field Standardization for Data Forms v v/

* See XEP-0178: Best Practices for Use of SASL ERNAL with Certificates

Support for the XMPP Extensions defined in Table®3 is highly recommended, but not
mandatory.

Table 5.7.3-3. Recommended XMPP Extensions

REFERENCE XMPP SERVER | XMPP CLIENT
XEP-0203: Delayed Delivery v v
XEP-0128: Service Discovery Extensions v v

5.7.3.17.1 Elevated/ Clarified Requirements

To better enable multivendor interoperability, asifitate full feature functionality, and to
address specific security requirements, some ofetpeirements defined as "SHOULD",
"RECOMMENDED", "SHOULD NOT", "NOT RECOMMENDED", "MA", or "OPTIONAL"

in the above XMPP extensions have been redefinduddrspecification to reflect requirement
levels associated with the following terminologMUST", "SHALL", "REQUIRED"; "MUST
NOT", or "SHALL NOT". These elevated requirements are explicitly definétiable 5.7.3-3.
Also, where there may be some degree of ambigaiydommercial standard regarding whether
or not support for a particular capability or featis REQUIRED, Table 5.7.3-3 adds explicit
clarification.

Table 5.7.3-4. Elevated / Clarified Requirements

REFERENCE SECTION REQUIREMENT*
XEP-0045 Multi-User Chat 51 !mp_lerr]entatlons SHALL provide support for the
Visitor’ role.
XEP-0045 Multi-User Chat 5.2 Implementations SHALL provide support for the

1508



DoD UCR 2010, Draft

Section 5.7 — Near-Real-Time, Text-Based MessagiRgoducts

‘Admin’, ‘Member’, and ‘Outcast’ affiliation.

Implementations SHALL support the following
capabilities (as defined in Sections 6.1, 6.2, &B)t

1. Discovering Component Support for MUC
2. Discovering Rooms
3. Querying for Room Information

6.1, 6.2, and

XEP-0045 Multi-User Chat 6.3

Implementations SHALL support the following roon
types:
3.42 1. Both Persistent or Temporary
7.1.5, 7.1.6,| 2. Both Public and Hidden
7.1.7, and | 3. Non-Anonymous
7.1.8 4. Password-Protected and Unsecured
5
6

—

XEP-0045 Multi-User Chat

. Both Members-Only and Open
. Moderated and Unmoderated

Implementations SHALL support the sending of
Discussion History to a new occupant (as defined in
Sections 7.1.15). Note: “Whether such history i#,s€
and how many messages comprise the history, shall b
determined by the chat service implementation or
specific deployment.”

XEP-0045 Multi-User Chat 7.1.15

Implementations SHALL support a user’s ability to:

1. Enter a Room

2. Exit a Room

3. Change Availability Status

7.1,7.2,7.4) 4 |nvite Another User to a Room

7759776188 5. Convert a One-to-One Chat into a Multi-User
and 7.13 | Conference

6. Send a Private Message

7. Send a Message to All Occupants

8. Register with a Room

9. Request Voice

XEP-0045 Multi-User Chat

Implementations SHALL NOT permit an occupant {o

XEP-0045 Multi-User Chat 73 change his or her nickname within the room.

Implementations SHALL support the ability of a
Moderator to perform the following privileges:

8.1 through | 1. Discover an occupant's full JID in a semi-
8.6 anonymous room

2. Modify the subject

3. Kick a participant or visitor from the room

XEP-0045 Multi-User Chat

1509



DoD UCR 2010, Draft

Section 5.7 — Near-Real-Time, Text-Based MessagiRgoducts

4. Grant or revoke voice in a moderated room
5. Modify the list of occupants who have voice in a
moderated room

XEP-0045 Multi-User Chat

9.1 through
9.9

Implementations SHALL support the ability of an
Admin to perform the following privileges:

1. Ban a user from the room

2. Modify the list of users who are banned from the
room

3. Grant or revoke membership

4. Modify the member list

5. Grant or revoke moderator privileges
6. Modify the list of moderators

7. Approving Registration Requests

XEP-0045 Multi-User Chat

10.1 and
10.2

Implementations SHALL support the ability of an
Owner to create a room and to change defining rog
configuration settings (as defined in Section Ehd
10.2)

XEP-0045 Multi-User Chat

10.3
through
10.9

Implementations SHALL support the ability of an
Owner to perform the following privileges (as deifih
in Section 10):

1. Grant or revoke ownership privileges

2. Modify the owner list

3. Grant or revoke administrative privileges
4. Modify the Admin list

5. Destroy a room

XEP-0030 Service Discovery

4 and 3

Implementation SHALL provide support for:

1. Discovering information about an entity as defin
in Section 3 [XEP-030]

2. Discovering the items associated with an eaisty
defined in Section 4 [XEP-030]

XEP-0191 Smple
Communications Blocking

5.2and 5.4

Implementation SHALL permit a user to:

1. Determine which contacts are blocked as define
Section 5.2 [XEP-0191]

2. Unblock communications with a specific contast
defined in Section 5.4 [XEP-0191]

* NOTE: Table 5.7.3-3 ONLY addresses functionalityere the associated requirement level

has been elevated (e.g., from a “SHOULD” to a “SHALor where there was a need to
explicitly clarify whether support for a particuleapability or feature is REQUIRED.

m
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57318 XML Usage

-[Required] XMPP client and server implementations SHALL compith the mandatory |
requirements defined in Section 11 of rfc3920bis-12

5.7.3.19 DiffServ Code Point (DSCP) Requirements
[Required] XMPP client and server implementations shall ctaask XMPP traffic consistent

with the code point values defined for ROUTINE Laatency Data as per UCR Table 5.3.3-1
(DSCP Assignments).
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